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EDITORIAL

Welcome to the latest edition of ICA InformatiohgetJournal of the ICA Council containing the
2007 edition of ICA’s General Issue. Each yearltb& Conference selects a current or emerging
theme on which to base its deliberations. The Gerssue provides member countries and guests
with an opportunity to present views and activiiile® wider context and has been a regular feature
of ICA publications since 1970. It also helps te@me that ICA remains focussed and ready to fulfil
its mission as an effective international forum fbee support of senior management in the
formulation of policies for IT and as an instrumémt improving the efficiency and effectiveness of
government administration.

This year we have five articles of wide interest@é& Members. The issue of online authentication
has gained importance over the past year and lkely to be a major influence in the coming years.
In our first article the State Services Commissiew Zealand presents their report on global trends
in online authentication from the perspective ofwWNZealand government agencies and provides
advice and guidance of value to us all.

The concept of the paperless office has been aidtitugoal for many over the years, ever since
computers entered the office envirenment. There lien few success stories. Now we learn how
the Paperless Office Of Israel's Chief Scientist been accomplished.

The difficulties in providing citizens with onlingeupport to improve their normal daily tasks have
been discussed on many occasions in ICA MembersitGoreports. In an article from Taiwan we
learn how a new online service, E-housekeeper,|awaeched earlier this year. This provides timely
message services to citizens in their daily lifiaied, such as the due dates for the payment of tax
utility bills, parking fees, motor vehicle examiiat, traffic tickets, etc. The article shows howve th
new service was developed; how it works, and mmpbrtantly, what lessons can be learned.

The reference to 1970 above led me to look intaatichive. In January of that year ICA considered a
list of interests to members at that time. Theltesuight interest you.

Our final article provides just a brief outline amroduction to how the government in The
Netherlands areReducing the Administrative Burden for Citizensowards the end of 2006 the
Ministry of the Interior and Kingdom Relations pishled a progress report on the reduction of
administrative burdens within The Netherlands. Tégort also discusses the impact of electronic
government on this reduction and also gives intioatwhere the use of ICT in government can
really make a difference to citizens. This papeedseto be read in its entirety and rather than
producing a summary or even a synopsis of therggll have, with the permission of the authors,
attached the whole report to this General Issue.

Once again, ICA is providing it's General Issuewrab format and as a number of downloads in
‘PDF’ format allowing the download of any articla hard-copy format to the desk. Ideas and
innovations on improving the service to members avegelcome at any time.
mailto:ica@globalnet.co.uk.

Larry Caffrey
Editor
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Online Authentication Trends: 2007
State Services Commission, New Zealand

Introduction

This report looks at global trends in online auti@tion from the perspective of New Zealand
government agencies. These trends will influenaecollective journey as we seek to leverage the
online channel and Internet technologies to probieieefits to people, businesses, and government
as a whole.

The focus in this report is on online authenticattcends that have gained importance over the
past year and look likely to be a major influenedhie coming years. We have distilled the trends
into six major categories. Not an easy or objectask considering that the online authentication
space is currently in a period of rapid change.

Authentication can prime a virtuous cycle in whigh increasing number of people have the

confidence to transact online with government agendeading to increasing importance of the

online channel for agencies. In turn, this will earage agencies to increase the number and
richness of online services offered, increasingatteactiveness of the online channel for people.

The result is a self-reinforcing cycle of increaspeople transacting online.

Increased number of people Increasing importanctkeof
transacting online with agencies online channelgencies

Authentication

Increased attractiveness for Increased numberi&ess of
people to use the online channel online servicksead by agencies

Alternatively, a failure to respond appropriatety duthentication issues risks priming a vicious
cycle of decreasing confidence, decreasing impoeastagnation (at best) of the number of
services available over the online channel, andedsing incentive for people to engage with the
channel.

The Internet offers agencies a once-in-a-generajmportunity to deliver more coordinated, more
accessible, more networked, and more trustworthyices to businesses and people. This is a real
opportunity for government to meaningfully deliver strategic goals articulated in the NZ Digital
Strategy, Development Goals for State Services, thed E-government Strategy. A critical
foundational requirement to benefit from this oppoity and help achieve government’s
transformational goals is online authentication.

We hope that you will find this report useful anélgome your comments and questions. Our
email address iguthentication@ssc.govt.nz.

Vikram Kumar
All-of-government Authentication Programme, State &rvices Commission
www.e.govt.nz/services/authentication
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Summary of Trends and Action Points for Agencies

The Death of Passwords

There was a sense that 2006 was, finally, thertgpppoint for the demise of passwords for online
services that have moderate or high security requents. There are now viable alternatives with
two-factor authentication solutions spanning a widaege of price points, form factors, and
strengths.

Action Point for agencies:Conduct a high quality risk assessment of onlingises and, where
the risks are found to be moderate or high, intetidn of an appropriate two-factor
authentication solution is recommended.

Identity’s Third Wave: User-centric identity

In the past year the Third Wave of Identity has edeped into a full-fledged wave. The
characteristics of this user-centric identity fravmek includes user control, consistent experience
across websites, protection of privacy, interopditgb multiple roles for people, multiple
identity/attribute providers, and increased segurit

Action Point for agencies:Agencies need to consider what the paradigm-spifteture of user-
centric identity means for them and respond. Theréuframework puts service users at the
centre, using online services from multiple agesi@ied in control of the authentication exchange.

Old Scams, New Channel

In the past year or so, organised crime mobs haweented their domination of the global
cybercrime industry. As the New Zealand governnsaps up using the Internet and provides
online services that have greater financial anditajonal risks, it is inevitable that it will adirt
the attention of the Internet Mafia.

Action Point for agencies: Agencies need to work collectively to tackle thiemace and
maintain peoples’ trust in the online channel ko&bovernment and all-of-New Zealand levels.

Authentication is not just Identity alone

The moves towards user-centric identity and the as Web 2.0 has given rise to a trend for
verifying information about a person online beyqust unique identity. For agencies there are
many times when it is important to know a persoat8ibutes authoritatively and online (in
addition to the identity of the person uniquely).

Action Point for agencies:Agencies should widen their understanding of autbation to be the
online, real-time verification of a person’s or anjsation’s attributes, typically used for
determining authorisation and/or entitlement, aodumique identity alone.

Authentication gets Dynamic

A trend is emerging with some service providerdngkan approach that the risk from people
accessing online services from their normal compsteuld only require a low strength of

authentication. They therefore advocate that tpe (gtrength) of authentication required should
be dynamic rather than the same across the board.

Action Point for agencies:For agencies considering dynamic authenticationti@a is advised
until this approach proves itself. On the otherdyahand once it does, dynamic authentication
may be a useful addition as a part of a wider giratted suite of authentication services.

SAML 2.0 the Default Choice

All three of the major open standards for idenfitderation have come together in Security
Assertion Markup Language (SAML) v2.0. Over the tpgear, there have been several
commercial off-the-shelf and open standards’ saftwaoducts introduced.
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Action Point for agencies: When developing or re-developing identity managdnssstems,
agencies should consider SAML 2.0 as the defauicehin implementing identity management
messaging online.

Online Authentication Trends
The Death of Passwords

Reports of the death of passwords have been greatiggerated in the past. Bill Gates put
passwords in the spotlight when he famoysigdicted the demise of passwoadghe 2004 RSA
Conference.

The reality is that the use of passwords is atlimiwim. People don't like to remember a large
number of passwords but they are easy to use anditdus. So people devise ways to manage
them, from simply using the same password or a miadation of it everywhere to writing them
down or saving them in a file. On the other hamdyise providers find it easy and economical to
use passwords for authentication and try to fingsmm minimise the downsides, such as help
desk costs in re-setting passwords.

But the equilibrium is becoming increasingly uns&ahnd there was a sense that 2006 was,
finally, the tipping point. Service providers aneople alike are now increasingly acknowledging
that passwords provide only a minimal level of sggwnline.

Passwords have several flaws. One example ishbatttonger the service providers try to make
them, such as specifying a requirement for multigharacter sets or increased frequency of
change, the more likely service users are to whiéen down or devise other ways to adapt that
weaken the strengthening efforts. There are otlagvsf with passwords including the limits of
human cognitive capabilities in remembering mangnynapplication-username-password sets
and the relative ease in extracting passwords usingariety of social and technical
vulnerabilities.

The approach to security online must therefore rasstihat people can and will give away their
passwords relatively easily. A large number of mmlservices are under-protected and vulnerable
as a result. There are now viable alternatives withtfactor authenticatiorsolutions spanning a
wide range of price points, form factors, and gths.

And, not only do these alternatives provide moiggy than passwords, people are beginning to
ask for better protection online. Most major andosel-tier banks in New Zealamdw offer two-
factor authenticatiorto their online banking customers. Banks have tegomgreater than
anticipated customer uptake and a reduction irdfrau

The weaknesses of passwords are causing regulatastep in. A prominent example is the
requirements imposed by FFIEEederal Financial Institutions Examination Counah US
financial institutions. These requirements labelleel use of passwords alone as inadequate and
required “multifactor authentication, layered séiyuiror other controls reasonably calculated to
mitigate those risks”.

Deployment of two-factor authentication extendsIvilyond banks. VeriSign has launched a
service calledveriSign Identity ProtectiorfVIP) that allows customers to use the sdoien or
credentialacross all VIP-enabled sites. Early customers telheavyweights such as eBay,
PayPal, and Yahoo. In Australia, VIP is noffered throughAustralia Posta step closer to two-
factor authentication being marketed to customigestias a mass market consumer product.

With the use of two-factor authentication now ssstelly spreading from the business/enterprise
markets (where it originated) to consumer markéies,demise of passwords for moderate or high
security requirements is nigh. And yes, Bill Gadgain used the 2006 RSA Conference to predict
that theend of passwords is in sigfthis time around more people share the same vision.
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Action Point for agencies:Conduct a high quality risk assessment of onlineises (using the
standardAS/NZS 4360)and, where the risks are found to be moderate gir, ldo not rely on
passwords alone. Introduction of an appropriate -faetor authentication solution is
recommended, supported by a layered security apprdsuch as adequate monitoring and
reporting).

Identity’s Third Wave: User-centric identity

In the past year the Third Wave of Identity develdgrom being a small ripple to a full-fledged
wave, sweeping through the online authenticatiorldvo

The First Wave of identity management was direetoto abstract identity from applications. The
Second Wave saw large scale but silo-focussed itgemanagement deployments within the
enterprise. The Third Wave takes identity managért@nnternet scale and puts service users
rather than service providers (agencies) in confrbé characteristics of the Third Wave of user-
centric identity also includes consistent expereracross websites, protection of privacy,
interoperability, multiple roles for people, mulgpidentity/attribute providers, and increased
security.

New Zealand'’s approach to online authenticatiosgtaonpolicy and implementatioprinciples
approved by Cabinet in 2002, pre-dates the ThirdéNmut is fully aligned with it.

There were two launches during the past year thallyr typify the Third Wave-Windows
CardSpacandOpeniD.

First, Windows CardSpace which is software runmng person’s computer that provides a more
intuitive interface to understand, manage, and ioanthe person’s digital identity to service
providers. Windows CardSpace is shipped with Mioft's new operating system, Vista, and as
an optional add-on to Windows XP, making it avdiato millions of people around the world.
With the launch of Windows CardSpace, Microsofpusting into practice lessons learnt from the
failure of an earlier online identity initiative ltked Passport as well as a more user-centric
architecture called thelentity Metasystem.

Secondly, OpenID which is based on the concept pleaple can identify themselves on the
Internet the same way websites do, witlRi (also called a URL or web address). With OpenlD,
people log in with their password or other credsdrdt a third party’s website, called an Identity
Provider. People are also able to control whatgsieaf information can be provided by their
Identity Provider to a service provider, such asrthame, address, or phone number.

OpenlID has its roots in blogging and a need togutat person’s reputation online. This has lead
to some weaknesses in the system, especially afdoikage to a person’s real identity, and it is
prone tophishing. However, OpeniD is rapidly gaining traction in thecial networking arena
with even Bill Gates using his last appearance & FConferences in 2007 to announce that
Windows CardSpace will support OpenlD.

There were many other developments in the past tresrherald the arrival of user-centric
identity to the mass global market. These initegiwvill fundamentally shape the evolution of
online authentication over the next few years.

Action Point for agencies:Agencies need to consider what the paradigm-spifteture of user-
centric identity means for them and respond. Theeot online authentication framework is a
single agency providing online services to multipéevice users with the agency in control of the
authentication. The future framework is the othexyvaround, with a service user using online
services from multiple agencies and the user irobof the authentication. This also implies the
need for greater joined-up online services.
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Old Scams, New Channel

An infamous US bank robber of the 1930%illie "Slick Willie" Sutton, when asked why he
robbed banks replied, “Because that's where theem@n” One of Slick Willie’s trademarks was
to rob banks in broad daylight in disguises asediras a policeman, a messenger, and a
maintenance man. This was at a time when the Maige consolidating their networks across
USA in the Prohibition-fuelled days of lawlessness.

His story is a good parallel for what's happenimgtioe Internet now. The Internet gives the Slick
Willies of the world a global reach, without putiithem in physical danger. Thecomplexities of
investigating and prosecuting cross-jurisdictiocidnes makes the Internet a perfect channel for
scams and attacks based on the age-old humaiekaiftgreed, fear, guilt, temptation, etc.

MSNBC reportedive years back that 2002 was the year criminatk tover the Internet from
amateur, fame-seeking, teenage graffiti artists.iBis only in the past year or so that organised
crime has cemented their domination. A eWeek artialks about the Web Mob haviadevel of
sophistication and brazennehat is "frightening and surreal.”

The article describes over-educated and under-gmplbackers in Eastern Europe, Asia, and
Latin America selling their skills to eager buyémsa truly global industry. There is a growing
trend for targeted crime online, even as the olitblem of spam based on a fractional response
from millions of emails remains rampant. Thus thandatic rise in the past year of malware such
asrootkits, Trojans,spear phishingeyloggersandbotnets.

The cybercrime industry is now organised in a simivay to the drug-trade with the same
hierarchal levels of bosses, regional lords, tth#is, dealers, producers, and “mules”. A report
by McAfee details how aew generationof criminakre now controlling cybercrime. The war on

cybercrime is likely to be as difficult, costly, datime consuming as the international war on
drugs.

The online equivalent of extortiors to launch adenial of service attacWwhich can force the
victim to completely shut down if they don’t complith the Mob’s demands. In these cases,
unlike that of Slick Willie, the good guys arenlivays winning. Many successful attacks have
been launched againshline betting siteshough there are others where it wasre personabr

to make gpolitical point. A few websites havenanaged to wimnd hard lessons are being learnt
on what works and what doesn'’t.

New Zealand has been fortunate in being sparedithst of these scams and attacks. Even then,
TVNZ's Fair Go programme reportatiat thousands of New Zealanders a year are viabins
foreign lottery scams.

With online crime becoming global and organiseéy¢hare no grounds for complacency in New
Zealand. As government steps up using the Inteme@tprovides online services that have greater
financial and reputational risks, it is inevitaltkat it will attract the attention of global crinaih
mobs.

There may be a point in the future where the defefovaluable Internet assets is more difficult
than what most agencies are comfortable with irdhag themselves. At that time, security as a
service will become valuable and will integrate endchly into agencies’ infrastructure.

Action Point for agencies:There is a lot that agencies can and should daoepape themselves
and their customers for increased attention froeltiternet Mafia. At the same time, agencies
need to work collectively to tackle this menace arantain peoples’ trust in the online channel at
all-of-government and all-of-New Zealand levels.
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Authentication is not just Identity alone

Explanation of this trend requires clarification d¢he term “identity”. In many overseas
jurisdictions, identity in relation to people isfued as a quality or characteristic a person has.
This is intended to be very wide and covers alésypf information about people.

In New Zealand, we refer to these as “attributet'the person and define “identity” more
narrowly as the uniqueness of the person. A sulbbetttributes (“identity data”) serves to
describe that uniquely identified person. For extamp New Zealand, the person’s name, date of
birth, place of birth, and sex are identity datalevladdress, role, presence/absence on a public
register, agency identifier, etc. are all considdmebe attributes.

The trend towards user-centric identity referredadier and the rise &/eb 2.0has given rise to

a trend for verifying the attributes or informatiabout a person online (“authentication”) beyond

just unique identity. For example, a person’s rapah in online auction sites suchBadeMeis

far more important in buying/selling than a knowgeddf who the person really is (name, date of
birth, etc.). Reputation is also critical in otheser-generated content such as blogging. So
important in fact that OpenlID, referred to earlreties on it to create the person’s digital idgnti

For government agencies there are many times wherunique identity of the service user
requires to be known, for example when a persoriegpfor a student allowance or loan.

However, there are many other times when it is moret least equally, important to know an
attribute of the person rather than the personushjg For example, if the National Library

provides discounts to students accessing certgitadcontent, it is more important for National

Library to be assured that the person is a stutEmtattribute) rather than the unique person
(name, date of birth, etc.).

Some overseas examples of this trend include tkd tee know the age of people joining social
networks such ablySpaceto protect underage childreasing group reputation to determine the
interest rate to be charged fmyrrowing money online from peedallowing university

students to purchase bodksm independent book stores at discounted prices.

Within the New Zealand government context, there ar number of attributes that are
authoritatively known to an agency which are otrest to other agencies. Examples include the
person being a student, a Director of a particatenpany, permanent resident, licensed building
practitioner, owner of a particular house, IRD nemlworker on a particular child’s case, etc.

While agencies have been obtaining attributes apeaple or businesses using traditional, non-
online channels, typically to help determine ausation and/or entitlement, the trend is to get
these attributes online, in real time, at the regoéand under the control of the user.

Action Point for agencies:Agencies should widen their understanding of autbation to be the
online, real-time verification of a person’s or anjsation’s attributes, not unique identity alone.
Agencies should consider what attributes they cathagitatively verify about people or
organisations to other agencies online and, asahnge time, how they can use attributes received
from other agencies online.

Authentication gets Dynamic

The standard approach for service providers has teéecide on a type of authentication, for
example passwords tokens,and require every service user to present thateatel each time
the person wants to access the online service.
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However, some vendors argue that the risk fromragpeaccessing the online service “normally”
should only require a low strength of authenticatand therefore authentication requirements
should be dynamic rather the same across the b&ardexample, a person accessing online
banking from within New Zealand using the computet he normally does should only need a
password to logon. The same person accessing obénking from a computer not in New
Zealand should require a stronger logon type, siken, or provide additional information, e.g.
answers to “life questions”.

This alternative approach is been advocated by arendparticularly those that have made
acquisitions of companies that provide the softwlre doing “dynamic authentication” or
“adaptive authentication”. It is essentially basedusing the service user's computer as the second
factor to achieve two-factor authentication andéfme suffers from obvious limitations when it
comes to flexibility of access.

A prominent example iRSA's offering based on thepurchase of Cyotawvhich operates
transparently behind-the-scenes and does a realish assessment. In the event that a pre-
determined risk threshold is crossed based on wsiupoe-defined parameters, the service user is
prompted for additional information, out-of-bandnéiomation (for example, a phone call), or a
stronger logon credential such as a token.

Critics are dismissive of this alternative approdiey believe that the additional security offered
over plain passwords is insufficient. These critdso claim that service providers adopting this
approach use the excuse of providing better custoexperience to avoid the costs of
implementing proper security that their servicersigsequire.

On the other hand, vendors believe that dynamibeatication as a part of a wider, integrated
suite of authentication services provides a re@ri@htive to requiring every service user to use
two-factor authentication every time people warltr@naccess. Several financial institutions have
adopted this approach in response to the FFIEQrezgants mentioned earlier.

Action Point for agencies:For agencies considering dynamic authenticatiorticodarly as a way

of implementing two-factor authentication for see/users usually accessing online services from
the same computer, caution is advised until thigr@gch proves itself. On the other hand, once
this alternative approach proves itself, it mayabeseful addition as a part of a wider, integrated
suite of authentication services.

SAML 2.0 the Default Choice

When considering online authentication beyond titerprise or agency, for example single sign-
on or identity assertions at a sector or all-ofggownent level, the issues of consistency and
interoperability are of great importance. Adoptopen standards is therefore recommended over
tightly-bound approaches such\&&b Service (WS)-Federatiavhich, even though royalty-free
licences to implement the specifications are ab#latend to work best with proprietary stacks
such as Microsoft’s.

In the past, there have been several open stanthatdsave been adopted globally. The three major
ones wereSAML v1.1 (Security Assertion Markup Language) fraddASIS, Liberty Alliance's
Identity Federation Framework (ID-FF) vland Shibboleth All three of these came together in
March 2005 inrSAML v2.0.
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Over the past year, there have been several conaheficthe-shelf and open standards’ software
products introduced that implement SAML v2.0. Timakes SAML 2.0 the default open standards
choice in implementing identity management (inahgdauthentication) messaging online. Since
SAML 2.0 is incompatible with SAML 1.1 and 1.0, ggidirect to v2.0 is recommended for new
developments/re-developments.

Liberty Alliance members from the UK, US, Denmaakd Finland made a presentation at the
2007 RSA Conference confirming publicly their vigwat SAML 2.0 is the standard ahoice in
the public sector.

However, the story of evolution and convergence&idjence of the standards is not over by any
means, especially in respect of web services.

Action Point for agencies: When developing or re-developing identity managanmsistems,

agencies should currently consider SAML 2.0 as db&ault choice in implementing identity
management messaging online.
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The Paperless Office Of Israel's Chief Scientist

The Ministry of Industry Trade and Labor IT depastth developed a comprehensive composite
enterprise application to support all the actigitad the Ministry's Chief Scientists' Office (CSO)

and its subsidiaries: the Incubation team, Projagnet and Innovation fund. In addition the

system services 20 accounting firms and technicadptrollers, operating and reporting via an

extranet environment with the CSO.

There exists a complex infrastructure of integratedrfaces between the CSO system and other
data systems within the ministry and with varioogegrnment agencies like the Chief Statistician's
Office and the Office of Accounting in the Treasiuiinistry.

The system is based on client /server architecinite Windows XP on the client side and
Windows 2003 on the server side. The system wasloeed primarily with Power Builder and
the OKPowerBase infrastructure library. The daselia MSSQL 2000.

The appllcatlon consists of a number of modules:
The MOP - A module which maps the process of r&ddfuequisition lifecycle:
request, evaluation, approval, payments
Temura - BPM for value assessment for profit lrisements to the government.
Management and Utilities
Executive Information Systems

The Paperless Office

In the past at the time of input of a new requisita physical file folder was prepared for each
request. This file contained documents pertainimghe request and eventually the file was
transferred to the CSO archives. For the duratfgracessing the many aspects of the request the
file was shuttled back and forth between the CSQleyees and the CSO archives. The files
were either referenced or additional documents pkxeed in the file.

Through the years the amount of physical files aedated was in the tens of thousands.

As of 2006 the CSO has evolved to a paperless amvikonment. The documentation appendixes
to the requests are filed electronically. The §lis done via an interface between the CSO data
system and the electronic archive developed oivibeosoft Share Point platform.

The interface allows the following functionality:
Electronic filing of:
Physical files which are scanned
E-mail and its attachments
All documents from all electronic media (cds, lodalks etc.)

Information retrieval

Various reports and queries for display of relevaocuments including fulll text search
capabilities.
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The CSO document management system enables theé impmagement and auditing, while
maintaining the integrity, of all reports submittiegl the CSO extranet community (auditing firm,
technical comptrollers etc.).

The benefits of the CSO document management syatem
Increased auditing control on business processes
Improved service level agreement.
Increased integrity and trust in the system (lesg misplaced or damaged files).
Increased document security.
Reduced costs (expensive archive space, less ptper

On-Line Form Processing
The CSO reporting process includes about 100 forffie forms are used by companies, auditors
and other outside contacts that work with the C&ery year about 20,000 forms are processed.

The forms are downloadable from the CSO shti#p://www.tamas.gov.il/madan.htnthe
companies and outside contacts submit the formaitious ways; mail, fax, digital media, and
email. Currently three forms are submitted intavadty:
- Request for R & D funding - this form was publishedine in 2006 and by 2007 is a
requirement for funding requisition. The form aany be processed online.
Profit reimbursement reporting - this form is oslisince 2003. Companies report their
profits bi-annually March and September. The fosradcessed via user authorization and
fields specific to a company and its projects antomatically filled to make the form
processing as convenient as possible. The systematter calculates the reimbursement
dues for easy payment via the government onlinenpay service.
CSO general reporting - this form allows the uplogaf the various complex CSO forms
as an attachment without the CSO incurring unnecgsexpense in developing these
forms. The general form is made up of four parts:
Submitter demographic identification and informatio
Company information including update capabilitiéexisting information.
List of attachments to the general form
Affidavit of affirming as a temporary hard copgrin to be signed and sent by
mail in place of digital signatures which will bperational 4q 2007.

O O 0O
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Chief Scientist R&D Funding Process Model
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A Case for Developing Active e-Services in Taiwan

Michael Yuchuan Lin  Cheng-Ming Wang
Deputy Director Analyst
Department of Information Management
Research, Development and Evaluation Commission
Taiwan

E-housekeeper is a new on-line service of Taiwgnowernment launched in the April 2007 which
provides timely message services to citizens feirttaily life affairs, such as the due dates for
the payment of tax, utility bills, parking fees, tmovehicle examination, traffic tickets, etc. This
article briefly introduces how the new service wdeveloped and how it works, and most
importantly, what lessons learned from this case.

The Idea of the E-housekeeper Service

Living in a modern society, people get used to ikeeg different kinds of bills or notices
frequently from variant government departments usitiess companies. In addition to payment,
some notices are about something important to éuipients, such as regular motor vehicle
examination, immune vaccination, license renewmgitary service, etc. Due to the busy life
style in modern society, people are having higlessibility to forget dealing with the notices and
didn’t fulfil the requested process in time. Onke tlue dates were missed, the responsible people
will be charged with penalties. Some of the peaealthy government are serious that caused
people’s complains. For example, in Taipei Citypadside parking fee of NTD30 could turn to a
penalty of NTD60O0 if the driver didn’t pay it betothe due date. Another example is the regular
motor vehicle examination. The fee for each exationais NTD400. If the automobile owner
didn’t finish the examination in time, the penaltil be NTD 900. The diagram below represents
the annoying scenery for a person dealing withedéiit kinds of bills and notices.

: Irr.lrnal;n © o Water fee 7
vaseinion? S XZ ss707 15
L Sep 7
ug 7
&

Electricity 7
$3,158 7

Parking fee 7
580 % Due o

Tax return 783,179 7
y : lst Augf? ;

Mortgage payment 7
15th Sep ¢

Speeding ticket 7 - = 2
v $3 gno ? 2nd i House tax ¥ $2,904 ¥ _
,Sep ‘? 8th Sep 7
Traffic ticket ¥ 2, 7007, 7 3
16th Aug?

In recent years, Taiwan e-government has been makiat of efforts in providing variant on-line
services to citizens and businesses. To developrnadd cross-agency integration services, a
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Government Service Platform (GSP) was establisiades2003, which provides common
services that are needed for relevant informatj@tesns of variant government departments, such
as online authentication service, online paymentise, and process integration service. With the
common services provided by the GSP, governmentciég®e don’t need to repeatedly develop the
same functions in their implementation of inforroatisystems. Moreover, developing cross-
agency services that needs to make different irdtion systems shaking hands has also become
much easier than before.

A successful case using the GSP is the servicertine tuition payment launched in January
2006. Leveraging the strength of GSP, the servies wompleted in a short period of time.
Eventually there are more than six hundred schanots five banks joined in the service, which
means the related legacy information systems afetlsehools and banks all work well with GSP.
The brief introduction for GSP’s major functionsutw be found in the appendix.

To help citizens deal with the tedious problem withnaging bills and notices, and based on the
foundation laid by the GSP, the Research, Developraad Evaluation Commission (RDEC)
initiated the project of e-Housekeeper Service,irgjmo provide citizens with proactive and
integrated message service for their daily lifectSa service is able to bridge the notices issued
by variant government agencies at its first stagetbpment. The e-Housekeeper system aims to
inform users with messages such as warnings ofratiqnh dates on public parking fee, traffic
tickets, electricity, water, or gas bills, or infieation on taxation. Moreover, citizens will not mis
the latest information on upcoming performanceswsh) or local events, as they will receive
messages informing them about those events fromgthernment. The participation from
business companies is also encouraged and welcdntkeafirst development stage of e-
Housekeeper project.

The Way that e-Housekeeper System Works

The software system of e-Housekeeper comprises@parts, one is the server side system, and
the other one is the client system. On the seride, she system needs to deal with the
collaborative operations with the GSP and partiystesns of variant government agencies that
issue out different kinds of notices. The e-Housgke server stores its subscribers’ up-to-date
data, including their subscription data. The supsion data is then sent to the partner systems.
The partner systems then issue out relative notamE®rding to the subscription data they
received from the e-Housekeeper server. On thatdide, the users first of all need to download
the e-Housekeeper client system on the e-Housekeegasite. After download and install the
client system, the users need to subscribe theifgpservice items that are available on e-
Housekeeper system. The diagram below demonstrateshe e-Housekeeper system functions.

! The Research, Development and Evaluation Comnmissia ministerial level agency responsible for
overall e-government policy in Taiwan.
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The e-Housekeeper client software functions likeeally Simple Syndication (RSS) reader that
connects with e-Housekeeper server to receive asplag all up-to-date messages for the
subscriber. On a PC, e-Housekeeper pops up a wita@resent the messages when each time
the PC is powered on. On a PDA, users need to thgedlient software by themselves before use
it. For each new arrived message, there is an aéarlosed yellow envelope at its head. If the
color of one-fourth envelope is red, it is a messalgout a payment deadline will be due in seven
days. Meanwhile, if half of the envelope is redisithe deadline will be due in two days. When
the whole envelope turns red, it means it is overtdhen the subscriber completes the payment,
the envelope becomes green. This way makes ussier éa clearly know the status of each
reminding message. With the friendly user interfded provides active reminding services, the
subscriber is able to make appropriate responsénia and avoid possible penalties. The
following pictures shows two examples of windowsdguced by e-Housekeeper client software
on client user side.
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Promote the e-Housekeeper Service

To make e-Housekeeper Service useful to its ugtemgeds to supply abundant service contents
that are practical and useful for users. If usendd acquire their real needs and solve daily-life
problems via e-Housekeeper, they will stick onritl&keep using it. On the other hand, the e-
Housekeeper could not succeed by itself if only fetizens use it due to the lack of good

promotion and marketing. Therefore, the RDEC praudhe e-Housekeeper Services with two
approaches.

To provide abundant service contents on e-Housekespstem, the RDEC enhances the
coordination with variant government agencies, udirlg central and local governments. The
measures of coordination include holding workshapsetings, and paying visits to the target
agencies. To make the promotion measures beingireong, in addition to the need of
demonstrating good functions of e-Housekeeper syste connecting legacy systems of
government agencies, the RDEC provides subsidytHerexpenses of modifying the legacy
systems when necessary. Besides, it is also vapgriant to let the target agencies understand
and believe that the cooperation with e-Housekeepbeneficial to their agencies’ performance
results.

With the efforts mentioned above, the e-Houseke&mevice started to provide seven kinds of
services when it was launched in April 2007, inahgdthe services of motor vehicle, parking fee,
taxation, water bill, electricity bill, telephondipand real estate. To fulfill each kind of seres,

the RDEC dealt with relevant agencies responsibtedifferent administration territory, so that
the service would cover as many citizens as passitdking the parking fee as an example, the
RDEC needs to deal with variant city governmentse Thore city governments join in the e-
Housekeeper service, the more drivers can be served

Page 20



August 2007

In its efforts on promoting as many subscriberp@ssible to use the e-Housekeeper Service, the
RDEC adopted the measures for marketing, incluttiegadvertisement on e-Government Portal

and relevant websites, holding online events wéthiards and gifts, producing a video script and

distributed it to hundred of movie theaters for destration. As of the end of July 2007, there are

ten thousand users registered and subscribed te-t@isekeeper Service, while the number for

client software download is more than two hundiezlsand. The RDEC set it as a goal that the
subscriber number grows to one hundred thousaridebgnd of 2007.

Project Review and Lessons Learned

For the further development of e-Housekeeper Sertite RDEC has made review on the project.
There still are some problems and difficulties resktle solved and overcome. Meanwhile, from
the development and promotion of e-Housekeeperic&ergome experiences and lessons were
learned and are worth to share.

Firstly, service content is a critical successdaéor e-Housekeeper. The lack of service contents
would give no position for e-Housekeeper being wisahd attractive to citizens. Currently, e-
Housekeeper has seven kinds of services. Thetdlia big space to enrich the service items of
each kind. Such as the service item of parkingd#bough the two biggest cities--Taipei City and
Kaohsiung City and the biggest county—Taipei Coumaye been included in the service list,
there is still two third population of Taiwan nadwered by the e-Housekeeper. This means the
RDEC needs to further enhance the coordination thighother city and county governments to
invite them to join the e-Housekeeper Service. $twice item of telephone bill has the similar
situation that also needs to invite more telephmmapanies to join. Besides the enhancement on
each service item, the RDEC also needs to increame kinds of services. The services of
business companies should take an important patHdusekeeper, since many of the bills and
notices that a citizen receives are from privateta®ss, such as banks, insurance companies,
hospitals, libraries, etc. The more abundant theice contents of e-Housekeeper are, the more
citizens will be sticking on it and enjoin the reahvenience it brings.

Secondly, it is more to do with people, not justht@logies, in dealing with the coordination
among government departments for inviting them dim je-Housekeeper. How to effectively
establish a culture for collaboration and cooperatimong variant government is a big challenge
for the real success of e-Housekeeper Service.nieally, the e-Housekeeper system has already
good design, and the legacy systems of variantrgavent agencies can be linked and work with
it easily. However, it is another issue how to dong government agencies to accept it and have
high willingness to provide useful service contemtsit. One very important principle the RDEC
holds is with the establishment of win-win situatithat allows the joined agencies obviously
benefit from e-Housekeeper. Based on this princifile RDEC has developed TAB function in
the client software of e-Housekeeper that allows jthined agencies to develop customized
applications according to their own needs. As thedaw shown below, the Kaohsiung City
developed its own services on a tab of e-Housekeepe

Practical experiences from the case of e-Housekeggwice also tell that the coordination work
needs be done at executive level, while relevankstmps of training and communication for
working level is still important. In the next steg e-Housekeeper Service promotion, the
coordination work could be greatly improved if mafforts were made by the executive level of
RDEC, such as its Chairman and Vice Chairman.
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Thirdly, citizens’ trust to the e-Housekeeper Sevis an issue that could seriously affects its
promotion effectiveness. Since e-Housekeeper syshesis with subscribers’ daily-life affairs,
such as the records of parking bills could reflebat places a person ever went to, the RDEC has
met deep concern with privacy protection. Althoutiie RDEC has made some efforts in
explaining how e-Housekeeper works that no persdatd with privacy is stored in the system,
the relevant efforts still need be further enhandedenhance the system security, e-Housekeeper
has adopted PKI mechanism for data encryption. 0ders can encrypt their personal data on
client side, which is a helpful way for enhancihg trust building.

Leveraging the power of ICTs, e-government needsotesider how to let people get services in
the simplest way, how to reduce the face-to-faagamis with government, how to offer people
with more convenient service channels. To achibesé things, e-government must continuously
develop innovative and integrated services. Theoaskdkeeper Service has set a good start for
providing active and considerate services to aiszel'he real success of this Service still need
more efforts in acquiring better participation raily from government sector but also from
private sector. The RDEC hopes such a service iwaracould turn to be a person’s unified
window for receiving messages. By that way, a Ibtpaper notices and bills could be sent
electronically, which would effectively save timedacost.
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Appendix: Government Service Platform (GSP)

The Government Service Platform is a common platftirat cross-agency services can be
developed, base on the common functions it proyidéh nearly no change in the legacy systems
of the relevant agencies. The GSP complies with §S8érvice Oriented Architecture) and is
consisted of nine major modules as follows:

1. Service Entrance module

This module offers a single sign-on mechanism febwgervices of trustworthy agencies. It
also serves as a mediator to accept outside mesgagsed into GSP. Single sign-on
mechanism is for transmitting sign-on tokens anmgemyices. The tokens are either in Url base
or in Cookie base and encrypted with DES (Data ¥mn Standard) algorithm. As a
mediator, GSP accepts message in XML format amdfeared with SOAP protocol.

2. Authentication and Authorization module

This module manages authentication, authorizadod,information security. Once a user signs in
with IC card or uses certificate-needed service§Pirectly connects to the certificate
authorities online to verify the user’s identity lspmparing digital certificates that stored in
authorities and user's IC card separately. Thetaligiertificates accepted by GSP include
MOICA, GCA, XCA and MOEACA, the four important céitation authorities complying with
national standard -Government Public Key Infradtrcee (PKI) in Taiwan. This module follows
OASIS Web Services Security standard. It also sscprocessing data through encryption and
digital signature to ensure the data not be misused

3. Registration module

This module allows members and services to be tergid for later manipulation and
management. It is used together with Directory nedu

4. Directory module

This module serves as a repository of (1) memhwmfile and the authorities for using services,
(2) government department directory tree and tfieiafs belong to each department, (3) services
definitions. The GSP integrates directories fromiaws sources by LDAP, LDIF and Database
solution, and automatically synchronizes them radyl

5. Service Integration module

This module deals with the process design, exetutiacking, and management on the basis of
the technology of Microsoft BizTalk Server, dot Nahd COM. It provides designers with a GUI
interface to set up the one-stop service procedadimg calling the modules inside GSP and the
mediators to the legacy systems. It also offersuféeb to temporarily store parameters needed
among those acting modules and systems.

6. 13 module

This module deals with the communication betweedutes inside the GSP, and the mediators to
the legacy systems. The structure and functionk3 @§ complicated. It needs to accommodate
variant legacy systems. It follows several stanslauth as XML 1.0, HTTP 1.1, SSL 3.0, SOAP
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1.2, SOAP Messages with Attachments, Web Servicesury 1.0 (WS-Security 2004),
traditional Chinese word encoding and transmisstandard.

7. Platform Management module

This moduleis for GSP’s configuration modification and perf@mee monitoring. It provides
GSP operators with a GUI interface to register isesrand members in Registration module,
modify modules’ configurations, manage error loggdaso on. It also monitors execution
performance in application layer, medium layer, dathbase layer. It also automatically notices
the operators by email and short message onceetf@imance is down to a certain level.

8. E-Portal (http://www.gov.tw}

This module serves as a single portal for indivisiuhusinesses, and governments to access e-
government services. It also provides integratedsnepublications, notices, web services and
search engine.

9. E-Payment module

This module directly connects to the National Cré&fird Center and the Financial Information
Service Center to deal with the payment for on-timsaction via a secure and instant channel.
The Financial Information Service Center providewges for bank account transfer in Taiwan.

The diagram below demonstrates the framework of . GSP
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Snapshots from the ICA Information Archive

ICA Information has been the ICA Journal of Infotioa since its earliest days. How has
it changed over the years? Who was involved indifganisation? What were its major
activities? What were the concerns of the day? &k lat some of its earliest publication
provides some surprising answers.

ICA Information was first published in Septembe62%&s an important vehicle for the continuous
exchange and dissemination of information. Sineg tiime it has been the major ICA publication
containing all Conference Proceedings, Study GRejports and the Annual General Issue.

In January 1970, ICA (then called The Internatio@alincil for ADP) met in Jerusalem.

Although termed the third conference, it was peshihie first, as we know it today, setting
the pattern for all future conferences up to thesent time. An extract from the report to
the third conference from the ICA Secretariat shgues how much progress had been
made in such a short time from an inaugural meatingdinburgh when seven countries
met during August 1968

‘...We are now gathering at our third conferencehe wvery same place in
which the small initiating group met little overdawears ago. During this
relatively short period we have succeeded in dranimo active
membership almost 20 countries, representing 0086 ®f the computer
usage in the world. With an additional 20 countrigsrking contacts have
been established and these and others will ceryajoin in our efforts,
aiming at making a meaningful and constructive cidnition to the
computer utilisation for the benefit of mankind.tidally, we are only at the
outset of our activities; but we should not undeimate the many
difficulties lying on the path of building an orgaation of this kind —
particularly an intergovernmental one — requiringays of concentrated effort
and much patience. Aaron Gertz, Secretary General ICA

Attending the third conference were 49 delegat@® 4 countries and a number of guest
organisations, including the OECD and Commissia@emmunautes Europeennes,
whose association with ICA lasts to the present @ag countries were Belgium,
Denmark, Finland, France, Germany, Israel, Japare& The Netherlands, Norway,
Sweden, Switzerland, UK and USA. Romania also d#dras an observer while Canada
and Venezuela were present at tfieCtnference held in November 1970.

The process of Working (Study) Groups had alreankestablished in 1970. Work in
progress included:

Governmental ADP Policy, Organisation and Impleragoh

Automatic Population and Register, and

Governmental ADP Procurement Policy and Implementat
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The third conference was ICA support by a (proviaip Secretariat appointed in June
1969. Also established by the third conference weegosts of ICA Chair, Vice Chair
and Programme Committee Chair. Another milestong thva establishment of an Annual
Fee, which was set at $1000 (about £3500 GredsBf#tounds todaysource:
measuringworth.com)Nith the current annual membership fee set a@82this may be
considered to be nearly half (in real terms) of tfal970.

The major issues identified in January 1970 were:

Procurement policy

Computers and the Legislature

Use of consultants

Data transmission (including use of modems)

Networks

Impact on society

Systems crossing departmental boundaries

Training

Information Management

- Budget & Audit

In 1970 the computing genre within government adstiiations often consisted of
mainframe computers running one or more dedicatsi s such as payroll, pensions,
and control of commaodities or registers. Develophweas largely in-house with each
department using its own systems analysts and gmagers. Languages varied with
Assembler and Cobol leading the way within the audsiviative environment. Input was
often by paper or card with holes or squares cddayededicated Punch Operators.
Information held on rolls of tape with three gettienas stored in the library for security.
Output could be onto paper with print created Ippader fused onto the paper (often a
fire risk) or microfilm. The PC was many years avaayl the Internet not even a dream,;
BUT,; looking at the list above, how little majorategic issues have changed.

The ICA archives hold a mass of valuable historitzgh. From 1969 until the late 1990’s
these are held on paper, and electronically simeéurn of the century. This has been a
very brief look at the situation in 1970. In theuke, if there is enough interest, we may
take another trip down memory lane. Any snapshotiis archives proves that for almost
40 years ICA has been and remains in the foretsbdevelopment, both shaping and
sharing in the strategic and technical innovatwinthe Information Society, all for about
the cost of a ‘consultant’ for a single day.
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Reducing the Administrative Burden for Citizens

Editor's Note: Towards the end of 2006 the Ministry of the Irtednd Kingdom Relations
published a progress report on the reduction ofimidtmative burdens within The Netherlands. It
also discusses the impact of electronic governmethis reduction. The report also gives
indications where the use of ICT in government igadly make a difference for real citizens.

The Progress Report is 35 pages long and needsr&ald in its entirety to obtain maximum
benefit. | have therefore attached the full rejoits original format, to this General Issue. Ishu
thank the originators of this report for their gevggty in allowing me to share their report withuyo

Programme Reduction Administrative Burdens forzgitis Services,

Transparency and Administrative Burden Division

Ministry of the Interior and Kingdom Relations

As an introduction to the report | reprint belove threface.

The whole report is ahttp://www.ica-it.org/docs/issue2007/ICA Issue 200Pt2.pdf

In the Netherlands the third Balkenende governra@ns to reduce the administrative burdens of
citizens towards the end of 2007 by a quarter mgrison to 2002. The Administrative Burdens
Reduction Scheme for Citizens has been initiatedeurthe responsibility of the minister of
Governmental Reform and Kingdom Relations (BVK). i@gvto the use of infrastructure and
expertise which had been built up by the Administea Burden Reduction Scheme for
Businesses, it was possible to vigorously get ah thiis task. In May 2006 cabinet presented the
plans to realise a 25 percent reduction for adrmatise burdens for citizens.

However, this ambition does not stop at the 25gm@roeduction. The goals are also:

- noticeable reductions and improvements for citizens

- removing the major obstacles for citizens, esphcfal citizens who have, or are forced to
have frequent contacts with government;

- implementing a structure and setting a change ituuin motion, so the administrative
burdens will not be rising further in the future;

- less administrative burdens for professionals.

In a special Regulatory Pressure Catshuis Ses®astfuis is the Dutch Prime Minister's
working office) in March 2006, cabinet decided mroduce a ministerial Regulatory Pressure
Steering Group. This steering group has exploredntiechanisms behind regulatory pressure,
improved cooperation with municipalities, and pustacles for further administrative burden
reductions, potentially stemming from existing riadions, on the agenda. This steering group has
proven to be an important impetus for the more ceatble results of administrative burden
reductions.
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Towards the end of 2007 the 25 percent adminisgdiurden reduction has to be realised. Up
until now 7 percent of this has been realised imseof time and 16 percent has been realised in
terms of costs. Thus 2007 will see the remaining p8cent of the total 25 percent of
administrative burden reduction in terms of time 8rpercent in terms of costs realised. This will
happen in many areas relevant to citizens: health, social security, availability of government
and the service offered by government. 2007 willthe year of noticeable improvements as a
result of the government policy.

In this report we will look back, take stock of tkituation and look ahead. The year 2007 will see
a continuation of these policies and it will be topthe next cabinet to determine which accents
need to be placed on the administrative burdencteshs for citizens. In the final chapter we will
also assess the challenges that lie ahead.

Citizens may expect from their government to penilon centre stage. A government that is
capable of reducing administrative burdens by oisiimy service diversity, improving
availability and working efficiently. But first anfhremost a government capable of listening to
citizens in order to know what is important to théfe know that this is attainable.

For the full report in its original format click fe Reducing the Administrative Burden for
Citizens at: http://www.ica-it.org/docs/issue2007/ICA_Issue 200Pt2.pdf
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