A Program for Managing Information and Communications
Technologies (ICT) by Future Governments

Frank McDonough

ICA Futures Group
October 11, 2007
Dublin, Ireland



A Program for Managing Information and Communications
Technologies (ICT) by Future Governments

Infroduction.

The purpose of ICT management is to help develop the information systems and
distribution channels to meet the emerging needs of a government. Nothing
else matters.

Policies, standards, architectures, training, conferences, committees, and
budgets are simply burdens if the right systems are not developed on time, on
budget, and meeting known needs.

This is not an easy task as the United Kingdom points out in its report
“Transformational Government 2006”

“Delivering success in the public sector is tough and the risk of failure is
often high. The diversity and complexity of the public sector, the scales
and security requirements of its operations, and the need to respond to
policy change and legislative deadlines all mean that legacy issues can
be expected to continue to surface.”

Technology offers future possibilities for government

Within this challenging environment, technology in the future will offer
governments new possibilities. Today, in 2007, many see the possibilities that an
integrated, “whole-of-government" approach could have in terms of effective
government and cost savings. In addition, according to the World Future Society,
there are many technologies on the horizon offering opportunities for
governments. Here are a few examples

One frillion devices with chips will be connected in 10 years. Computers
as we know them will disappear while chips will be in everything including
clothing.

Grid computing, making use of unused CPU cycles and /or disk storage, is
growing at the rate of 80% per year. In addition to saving money, Grids
can solve grand challenge problems like earthquake simulation, and
climate modeling.
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Genetics, robotics, and nanotechnology will soon be inserted into our
bodies when requested to enhance performance.

The leaders in robotics are Honda, Toyota and Sony. Already these
companies produce robots with 60,000 word vocabularies, speech
recognition; and, they can run and climb stairs.

Speech recognition and automated translation improvements will further
simplify and accelerate the development of digital information.

By 2020 computer power will increase by a factor of one billion.

Computers will match the power of the human brain by 2020.

Taking advantage will be difficult.

Which managers in governments will ensure that these and dozens of other near
term opportunities are recognized, adopted, and implemented at an early
date? What scenarios are possible as governments react to these technology
advances and the opportunities they present?

Unfortunately, taking full advantage will not be easy. The focus of change today
is on the Chief Information Officer (CIO). This position was established to be an
agent of change in government and industry. The movement in government
began in Canada in the early 1990's and soon spread to all developed
countries. Expectations were high. From the outset, it was anticipated that
CIO’s would bring a broader vision of how the government could be better
managed through the use of technology.

Looking back, the expectations were too high due to several factors. A wide
variety of people with various, and sometimes limited skills were placed in the
new jobs. Second, while it is a nice sounding title, CIO’s often have little real
authority. Third, CIO’s have tiny budgets. The operating departments with
previously agreed upon targets and budgets could not and would not be
deflected from their approved multi-year plans in place after fough negotiations
in the bureaucracy. Also, CIO’s are often placed several levels down in the
organization hierarchy. As aresult, many do not have a “seat atf the table”
when the agency head closes the door and sits with close staff members and
says “how are we going o solve this probleme”

Many CIO’s have lost sight of the “I” in CIO. While they have produced some
successes in infrastructure (often regarded as ‘plumbing’ by top level officials),
the price has been to push CIO’s further down in the organization and out of the
view of the top managers of the organization.

It is now clear that the CIO in some governments will not be able to lead the
charge to the future possibilities.  Who will replace the CIO and help lead
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agencies into the future. Who could do ite Is a different position such as Chief
Management Officer, Chief Innovation Officer, or a Cross Jurisdictional Officer
required?2 Does a new position ever make any significant difference? Would
more political clout make a difference? What changes in approach can
governments make to capitalize on the possibilities of the future?2 What
management scenarios are possible as governments react to the opportunities
that technologies will present in the next six o ten yearse Clearly something
different is needed.

There are other problems which forecast that governments will be at least
somewhat unable to capitalize on the opportunities of the future.

Grandiose plans and Grand Designs are two of the problems. Almost every
major ICT program fails fo a significant extent if not completely. As government
officials what makes us think we can do better developing a variety of
government systems when Microsoft with its 10,000 employees to call upon took
five years to develop a single system, Vista. Scott Rosenberg (see: “At Microsoft,
A Sad Software Lesson,” Washington Post, January 30, 2007, page A 17) said that
developing software is very different from hardware.

“It's still written painstakingly, line by line, and character by character;
essentially it's all made up. Software straddles the wide open realm of the
imagination. And so far it has proven uniquely resistant to engineering
discipline.”

“Without that discipline, he said: Software teams get lost in what are
known as ‘boil-the ocean’ projects-vast schemes to improve everything at
once.” Asusers, he said “Idealistic software developers love to dream
about world-changing innovations; meanwhile, as users, we wait and wait
for all the potholes to be fixed.”

Many “leaders" in ICT today have little background in the technology orin the
grinding work that is the development of major systems that run a government.
They rely on endless and detailed up-front plans and processes to substitute for
the experience that is needed. They often disrespect technical knowledge as
“tekkie stuff”. They will debase years of experience. Instead they will claim that
low level project management training programs will enable a relative novice to
successfully mange a hundred million dollar development program.

In the United States over 50% of CIO’s never wrote a line of code. lItis easy to
see why big systems are proposed over-optimistically and without the
experience needed to ensure success. The fallacy of this approach, fine tuned
over five decades, is illustrated in a brief review of two cases.

On March 21, 2005 the Washington Post published an article on page 1 about
another failed medical records system in the already well wired and leading
research institute at the Cedars-Sinai Medical Center in Los Angeles, California.
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In this case, a full-blown staff rebellion of several hundred doctors forced the
hospital to shelve its $34 million patient records system after three months of
operation. A task that once took three minutes at the patient’s bedside
suddenly devoured 30-40 minutes from each doctor. *Who has five exira hours
in a day when we already work 80 hours in a week”, said one doctor

Steven Pearlstein’s arficle in the Washington Post on Friday March 4, 2005 caused
me to think about the Bradley Fighting Tank approach (build it so large and
heavy that it cannot be air-liffed to today's battlefields) that the United States
government takes to developing ifs large, complex, and very costly systems.
Conversely, the Washington Hospital Center (WHC) terminated a leading systems
integrator after eight million dollars had been spent with few results. Then, the in-
house staff quietly, over time, developed one of the most advanced systems for
managing patient care in the country. The software collects and displays
patient records including X-rays, charts and laboratory results from hundreds of
incompatible sources. It collects all of the information into a central data base
and produces a patient’s entire medical history.

To build and implement this successful system called Azyxxi, none of the things
we do in governments were done. There was no cross hospital task force, nor
was there a detailed needs analysis, nor the need for a long term capital
budget. There was no request for proposals, no campaign to obtain buy-in from
the staff, and not a dime was allocated for fraining.

The system evolved over eight years and spread throughout the hospital as more
and more people used it and demanded access. Today the home -grown
system has been rolled out into six other hospitals. These include the
Georgetown University Hospital, the National Rehabilitation Hospital in
Washington, as well as four hospitals in Baltimore, Maryland.

Recently, the WHC developers were awarded a Federal grant to help create a
regional health information system to tie together all of the medical records of
the hospitals, labs, and doctors offices in and around the around the District of
Columbia. Pearlstein concludes that this example demonstrates that you don’t
need a lof of money or have a grand design or create a lot of bureaucracy and
regulations to bring health care into the information age. When there is a clear
need, the lesson is that an experienced in-house staff, if allowed, can
successfully develop a complex system by working closely with the users and by
constfructing the system module by module.

How was this success achieved? |s the Azyxxi development process a model for
governments, which for years have followed the multi-step process that results in
an award to a contractore The latter often leads to partial if not total failure,
lawsuits, and large penalty payments to the outgoing contractor as the
government seeks to cancel a failed program.
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The medical community and leading technology contractors have collaborated
with fime and money in many facilities in the past 40 years to develop an
electronic patient care system. The final products are often discarded because
the infended users of the system will not use them. In the Washington Hospital
Center, in-house medical support personnel, with strong credentials in medical
computer science, built what many in the nation tried and failed to do over four
decades. They did it without all of the step-by-step processes that normally
accompany a major US Federal acquisition.

After 50 years there continues to be many expensive information system failures
due to poor management planning and execution, and poor contractor
performance. As we anficipate the future and study the changes underway in
some governments, we can see that future management of ICT resources will be
different, although the change will come slowly and irregularly across
governments. The era of fop down planning, silver bullet processes, disrespect
for technical prowess and unwarranted reliance on contractor personnel is
collapsing.

Looking to the future, 18 stepping stones.

During the next 6 to 10 years, a series of changes will occur in the lives of senior IT
managers. Some will occur naturally as experience is gained in governments.
Other changes will be adopted by some governments as they or their industry
confractors observe success in other governments.

1. The future of CIO’s will be resolved in one of four ways.

ClO’s will become permanently compartmentalized in Chief Technology
Officer roles in the upper mid-level of organizations rarely meeting with the
inner circle that runs the agency.

Or, CIO’s will morph into something else. We are already seeing some
transformation in the private sector where CIO's are furning themselves
into hybrid CIO/CFQO’s (Chief Financial Officers) to allow them to operate
at a higher level providing more value added to their organizations.

Or, they may become champions of Information Management.
Or, they may follow the example of the UK. that has brought the national
ClO into the Prime Minister’s office to serve in arole as a Chief
Transformation Officer.

My sense is that it is too late for most CIO’s to become anything other than

locked into the upper mid level in their agency working on infrastructure issues
that are important but of little interest to government leaders.
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2. We will drift away from the leaden processes espoused by governments and
the overly optimistic Grand Designs.

The latter are promoted by the major systems integrators and easily adopted by
government managers in key jobs without any practical experience in complex
systems. The approaches of the last 25 years will be replaced by an
appreciation for technical expertise and years of experience in the
development of complex information systems. To reduce risk, an iterative,
modular approach to systems development will be adopted universally.

3. The successful patient record system at the Washington Hospital Center using
in-house staff provides an important lesson for government managers.

Experience and an iterative approach really work. In the early days information
systems were often built by subject matter experts located under the chief
financial manager. The first computerized non- science systems were in
accounting, payroll, and budgeting. Later, the systems analyst position was
created. They took the job away from subject matter experts and served as
translators between the clients and the increasingly complex machines and
programming languages. The Washington Hospital Center, in developing ifs
uniquely successful patient record system returned to the early days when
computer experts with solid subject matter knowledge about the program
worked hand in hand with the clients fo meet their needs. While a grand vision is
useful, it must be followed with an incremental implementation as in the
Washington Hospital Center.

4. A new role for systems integrators may be emerging.

Some Federal agencies seem to have learned their lesson after years of failed
systems using the lead integrator approach. They are bringing the lead role
back in house. The US Internal Revenue Service will discontinue the guiding role
of systems integrators and will use in-house staff to lead its Business Systems
Modernization program. Smaller more modular systems increments will be
adopted. A more unified strategy between IT and agency business units will be
used more than previously expected, said CIO Richard Spires said in late 2006.
No more Grand Designs it would seem.

Brig. General David Warner told a group of industry executives in early 2007 that
“The day of the big systems integrator is over.” Integrated turnkey solutions with
a lot of proprietary software reduce our flexibility. The Defense Information
Systems Agency (DISA) is going to use multiple service providers instead of a lead
systems integrator to provide the various capabilities it needs.

What is the importance of the public-private (systems integrator) partnerships?2
How can it go wrong?e What processes should be infegrated? What are the
different roles that an infegrator can play?2 On the one hand, the traditionall
systems integrator can act as the hub or quarterback conftrolling the only links fo
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all the other contractors. In this role, the integrator can coordinate activities,
handle problems, evaluate the performance of all confractors on the team,
recommend bonus payments, assign work, and attempt to ensure that quality
products result, on fime and at budget.

On the other hand the government might prefer an independent client advisor
to help assess whether the program is on schedule, evaluate performance, and
recommend bonus payments. So, there are choices. Also, there are many
questions: How will you manage the integrator?  How can managers be trained
to oversee a collaborative, cross-government program such as the Business
Registry Interoperability Throughout Europe (BRITE) program with 19 different
European organizations collaborating in the program?

Should the role of the infegrator be changed to one which aggregates services
and products versus managing the program?

From a personal perspective if | was helping to run the show today, | might bring
the Washington Hospital Center experts into the government on a “show and
tell” mission to provide a balance to the ‘bigger is better’ advocates But then
again, | was one of the dreamers who wanted to work on the next big thing.

5. The role of public — private partnerships will be re-examined.

After 20 years of extreme reliance on contractors and multiple failures and a lack
of accountability there is a growing acceptance that problems need to be
addressed. Examination will be difficult because of the already extensive
intertwining of government and industry. Yet, it is necessary because some firms
have lengthy records of failed systems, yet they continue to win new contracts
and receive bonus payments intended for superior work.

6. New and advanced skills are needed by future leaders of major
modernization programs.

One required skill will be in-depth experience in increasingly complex programs.
Also, at the $500 million level, programs receive a lot of attention from Congress,
Inspectors General, auditors, the press, and possibly the public. There are
techniques for dealing with all of these “advisors”. In addition, staff will expect
leaders to have the ability to consider and make sound judgments based on
various sources of information. To operate this way advanced management skills
will be needed.

Today, many persons point to the benefits of a project management course. This
is a good credential but it is for lower level work. The advanced skills needed to
manage a major modernization program are not taught in project management
courses and they are rarely taught anywhere. And, you cannot become a
successful lead manager of a complex program in a classroom or by reading
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books. To grow as a manger, would-be leaders of the future need to suffer the
pain that comes from managing complexity. Experience matters.

Australia has concluded that the manager of the future will require highly
developed program management skills in four areas:

* Business case development;
+ Stakeholder management;
* Project management; and
* Project governance.

To this list | would add the need for leadership skills. | would also add the ability to
work with the national press, congressional staffers, and the government’s
auditors, especially when they are leaning toward being critical. Finally, the
ability to testify before legislative committees, under pressure, is vital.

7. Rules for future high level ICT officials in government.

Avoid the certain failure of grand design.

Insist on the incremental approach outlined in General Services Administration’s
“Grand Design report. (See:  www.gsa.gov/intergov)

Employ people that understand complex systems development being sure they
have several years of true hands-on experience.

Listen to contractors but do not make them the only source of knowledge. Many
confractors supporting government are in satellite organizations and do not
have access to the main company and its experts. Besides, they are focused on
profit and have different goals than government agencies.

As mentioned earlier Microsoft and some of its 10,000 people took five years to
bring Vista to market in 2007, and this is their main system that they have already
developed several times. Government systems are much more varied and
unique in their complexity.

Respond to the process requirements of central government policy organizations
but recognize that they are simply proposed silver bullets, new in along series
going back 40 years; and, systems fail now as they did before all of the policy
processes and before the CIO’s and oversight officials began to run the show.

Keep aresume up-to-date and move to the private sector if you elect to ignore
these suggestions,

8. The government of the future may want to consider some of the innovative
committees such as the CIO Forum in the U.K. and several in Australia. These

include:
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A "whole of government” committee to coordinate investment decisions,

The Cross Jurisdictional Online and Communication Council (OCC) to
bring the government together,

The Business Transformation Committee,

The Secretaries’ Committee on Information and Communications
Technology (SCICT) to bring top level officials into the ICT decision
process.

The establishment of the Jurisdictional Chief Information Officer position is
another Australian innovation that other governments may want to

consider in the future.

9. The role of the central ICT office in a government will continue to evolve.

Ifs role in technology and consulting will steadily diminish. The new role will be
cheer-leader like emphasis on cross-government coordination. Line agencies
for some years have been hiring bright, technically savvy people. Today they
have less need for the central office and the need declines with each passing
year.

10. The government of the future will have "horizontalism" as one of its main
priorities.

As the resistance to cross-government management wanes in the face of
economic and performance sensibility, consolidation of budgets, programs,
organizations, and resources will occur, although slowly and at a different pace
in each agency, ministry, department, and government.

11. The government of the future will follow the example of the United Kingdom
and periodically assess the market’s capability and capacity, together with the

government’s impact on it.

Many large companies use the government market as a training ground for
employees new to the complexities of the ICT field. Governments need a better
understanding of what the market really can provide in a cost effective manner.
It is unrealistic to think that industry can respond successfully to anything that
government leaders can dream up. And government needs to consider these
limitations when it goes to market seeking solutions and assistance.

12. The government of the future will have in place firm, no nonsense mandate

that will enable an agency to place a ‘time out” on a troubled program; or, to
terminate a contract when a contractor is not performing.
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This authority will not allow exorbitant termination fees which literally force
agencies o continue a program and a contractor that should have been
terminated years earlier.

The United States had a Time Out program in place for several years in the
1990’'s. It also had an Information Technology Review Board to support “Time
Out” and to review troubled systems in government, when invited. The reviews
were conducted by seasoned government employees from other agencies
volunteering their services. The results were supplied confidentially to senior
agency personnel. These experiences can benefit a government establishing a
similar program. Canada has a more formal program requiring systems audits on
a recurring basis.

13. The ICT manager of the future will earn a place on the agency’s board along
with other top level managers.

This will provide vital access to the top officials and to their thinking, plans, and
day to day priorities enabling ICT resources to be shifted as needed to meet
current political objectives. This has happened in several departments in the UK.
Note that the U.K. has brought the national CIO into the Prime Minister’s office to
serve in arole as a Chief Transformation Officer. While the ICT community has
been advocating this for decades, the “seat” must be earned. It will not be
given.

14. The government of the future will establish a “good practices group” to
conduct formal, rigorous studies to identify and document successful practices in

one agency for use by all agencies.

In the United States NASA is recognized as the star performer in pre-award
procurements. In this function NASA is the standard for all other agencies in the
government. There are many standard bearers/winners in other governments.
This good practices group will have marketing responsibility to publicize the good
practices; and, it should work with the budget people to ensure that the good
practices are considered in every case rather than allowing each agency to
scratch out a new, unproven approach.

15. The government of the future will ensure that it reasserts the traditional
balance of power between itself and its major contractors.

We are passing through a period when elected officials want to turn much of
government over to private contractors. Contractors often outgun government
confracting officers with lawyers, lobbyists, access to legislators and high level
officials in the President’s/ Prime Minister’'s world. In some cases this has led to a
lack of accountability, waste, and abuse. The balance of power will be restored
in the future at various times in different governments.
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16. The government of the future will establish a board to review appointments to
key ICT jobs.

Knowledgeable, experienced, and seasoned ICT experts on the board will
ensure that those appointed to key roles in major systems development are not
only well rounded generalists, but that they have the skills, experience, and
professionalism equal to the program complexity and risk. The UK is working on
such a certification authority.

17. The government of the future will establish an Academy for the senior ICT
managers of cross government systems to learn about the unique management

requirements of complex government programs.

Selectively, private sector suppliers will be allowed to parficipate to increase their
knowledge about government requirements. They need to be well acquainted
with new issues in government management including cost containment,
customer satisfaction, scope creep; performance based contracting, enterprise
architecture, risk mitigation, building business cases, value assessment,
relationship management, and network management.

18. The government of the future will engage industry contractors to seek
solutions to eliminate failed programs.

The U.K. recognizes that industry contfractors are not the sole reason for failed
government systems. Sometimes the government causes the problem. This can
occur because of a lack of sustained management of the confractor after
award. Or, failure can occur because of overly prescriptive requirements before
award when the frue requirements will not be known until after award.
Recognizing these pitfalls, the U.K. has established a Strategic Supply Board - a
number of the CIOs from Departments sitting with Managing Directors of the
suppliers- to discuss the systemic problems they face together. One of Board’s
current initiatives is to jointly identify better ways to implement complex system:s.

Also, OCG, as a central organization in government, will sit with the government
client and its confractor to listen to both sides in a disagreement about fault and
will support the government agency if it deems it appropriate.

Also, The U.K. has recently started a 360 degree assessment program by which
suppliers are invited to give their assessment of the government /client
performance on their confracts and procurement exercises.

Summary.

Managing ICT systems in the future will be difficult as it has been and is today.
Cross-government challenges will make these jolbs even more difficult. There are
many reasons starting with the unique complexity of the government’s
responsibilities, and the lack of management skills among many political
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appointees. These are compounded by political influences, by the goals of the
all-powerful maijor systems integrators, by the burdensome regulations, and by
the policies and legislation layered on line officials.

Anticipating the future, we can see the possibilities in ferms of the technologies
and what they will offer. We can also see the possibilities of a whole-of- by the e-
government activities of the past 10 years. And, we can see new practices and
awareness of the road to the near term future as described in the 18 “Looking
Ahead” directions discussed in this paper.
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