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1. Introduction

The world in general and the State of Ismaglarticular are in the midst of an
information revolution in parallel in its impact ppeceding social and industrial
revolutions. Information technology has the potrtt assist in eliminating one of the
crucial issues that we are dealing with today: Hownprove the quality of life of our
citizens and make the most efficient use of avélaind dwindling government
infrastructure and resources. The key is to esttapeurrent economic slow down
thereby IT will promote newly realized economic\gth. Enhancing human resources
and positioning Israel as a world leader on the twahe Information Society. Recently,
major steps in this direction have been takemsare the realization of these goals. This
report will address the national goals includinfgrences to issues, fundamentals and
strategy.

In 2003 two important events occurred: Thpldyment of the "Merkava"
(government ERP) and the convening of the NatiQmahmittee of Technology for the
Information Society.

Beyond the achievements of "Merkava", thal@shment of a new order of
management in the operations of civil agenciegsadlass goal was acquired in
development of a broad cross ministry infrastruefor managing the information of the
government. This is in essence the new policy afagament based on a general holistic
vision of the government as a complete entity. Thiscept helps to find the common
denominator among the offices to create a commmugulage, to maintain cooperation
and collaboration cross agencies an removing theéelb® and limitations, between them,
for the benefit of the State and it's citizensthils framework, the "Merkava" model is
scaled to hospital management, utilization of matigeographic data and the
development of an enterprise portal for governneemployees that enable the
empowerment of personal and professional capasiliti

With the cultivation of the new policy a n@wportant step in the same direction was
taken: upgrade to a wider view from a vertical gomeent arena to a general national
one. The establishment of the National Technoldgimmmittee for the Information
Society in the first place, enables the state emigaders to realize the tremendous
potential that exist in IT, in order to support gtate in solving the fundamental issues of
Israel and in achieving the national Goals. Thamittee began to deal with the issues
of: reducing the digital divide, dealing with I@@cial and economic populations,
creation of grounds to new economic growth, iraéign of Ultra Orthodox
fundamentalists in the workforce, and positionifigscael as a world leader in the
Information Society ,availability of legal informan on the Web (chapter 7), the
integration of all these plans force new issugbsraquire a different approach to deal
with data integrity and security (chapter 8).

In addition, there are a number of new atlkeasare in need of clarification: the
design of a new generation of services for citizessed on CRM, the establishment of
government procurement system, the preparatiomefrageneration for the municipal
systems and solutions, all the above are detailetiapter 9.



2. Goals

In order to direct the IT activities and fisthem to assist solving the most important
issues of Israel, a number of main targets were set

2.1 Improving the Quality of Life of the Citizensf Israel

Primarily there is a need to improve the gyaif services offered to the citizens by
the civil agencies; every citizen should feel asutfh the civil agencies and their systems
are there to serve him. It is essential to incre@isgen’'s awareness of these improved
services. To enhance the quality of the servicksed by the civil servants; minimize
the time it take to handle a variety of requests @omplaints of citizens to the agencies,
reach a point where the process handling of theasts will be comfortable, pleasant,
available and especially faster.

2.2 Changing the Government Management Systems

The central issues that all the public cystems deal today is while trying to
improve the quality of life of the citizens, is @ig more for less cost. This problem is
becoming critical especially because the severe@ua situation present in the country
and the diminishing resources in all operationgnight prove to be a major player in the
solving of this complex equation. Accordingly, thablic sector must adopt global views
and conceptions and solutions, from the businedsrsevho constantly is faced with the
issue of how to produce more with less. In ordeniprove the qos there is a need to
plan and fund a broad infrastructure for the sergigstems and management of the
citizen government relationship, based on CRM ¢apter 9, sec 9.1). A new
dimension of the necessary improvement is empowerofahe capabilities of the civil
work force. It is possible to increase the persamal organizational effectiveness of the
civil servants especially by using the enterprisgals and enterprise knowledge
management system (see chapter 5, sec 5.4).

2.3 Advantages for the Disadvantaged

The help of the internet and the wide avdlitgtof E-gov services, doubtlessly make
things easier for those who have access to the Welwever, our attention must focus on
those without web access. Minimizing the digitalide is our primary goal. The
tendency is to invest in the low income populato@ssist them by enhancing personal
and collective capabilities. In this area, tharenuch activity by public and voluntary
groups. Here too, as a result of operational moomena situation has occurred causing
duplication, waste and lack of coordination. Thd&onal committee took upon itself the
responsibility to develop the top vision that waeded and to create a repository of
resources (see chapter 7, sec 7.1).

2.4 Leveraging New Economic Growth

The essential changes that occurred imtg@ars by IT, telecommunication,
internet, mobile and information services influeladearea of life in Israel and in the
world with a force greater than all previous indiastor social revolutions. These
changes require the integration of knowledge, iation and human capabilities. It
might create a competitive edge and high benéfitestments in IT might provide a
solution to present issues whereby creating infuasire for a health society leading the
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world's data revolution. This National Technol@ji€ommittee of the Society of Data
and Information took upon itself to locate thgstems blockades and find solutions that
promote economic leverage for new growth via I'€ skapter 7, sec 7.3).

2.5 Cultivating Human Capital

The question of revitalization of Isra@nomy, naturally poses the question:
what is the most important specialty and assdheftate of Israel. The broad
consensus is human capital. There are a numlggoofinent and critical points that
contribute to a person's success; the group heifunsan, the organization he belongs to
on every level; workplace, social and civil. Thettas are knowledge, innovation, real
learning and collaboration. The focus of activitileat the committee has to deal with is;
creating awareness, system wide thinking and dpwsat of an infrastructure that will
enable and empower the capabilities of every membisraeli society.

2.6 Positioning Israel as a Global Leader in Pronmag an Information Society

Early signs testify, to the fact that that8tof Israel is marked as one of the leading
country in the world as far as realization of ti@on of incorporating IT to attain
national goals in areas of government and quafitifeo This situation, if we are
enlighten enough to develop and improve, will ptdpaontribute to the integration
process of the State of Israel in the Global arerth, all its positive benefits to the
society, economy, foreign and the state's image.

The industrial nations recognize the tecbgalal force of Israel and its capability to
lead, develop, and apply initiative and innovaseéutions.

3. Central Issues in the Systems Structure

IT systems in the government and the pudgitor evolved over the years through a
localized narrow view that mirrors trends in theelepment of governing organizations.
Each organization was constructed independentdylase governing fortress dedicated
to deal with its assigned tasks. Every organizatomhority, ministry or ministerial
department, naturally established over the yeasy/$tems that serve only themselves. It
truth, there exists a broad common denominatorcangs agency requirements. Owing to
the fact that each government organization develgpparate distinct systems caused
much unnecessary duplication where by the samécagiph was developed repeatedly
even in the same organization. This fact causechmuaste of dear resources.

Servicing citizens and solving their probfemany times require communication and
interaction of more then one authority. When proidef a citizen are complex and need
intervention of a number of organizations the logssof delegating the services among
them can be very frustrating for the citizen. La€kasic understanding of civil rights
and requirements, concentrating the process amdlihgrby the authorities, requires the
citizen to wonder from agency to agency and toesuffe torturous path of bureaucracy.



4. Data Resource Management Strategy

The strategy is a subset of the nationalggoedntioned above, and a snapshot  of
current issues with in the governmental arenaalatvaiting for a solution. The good
news is that in the last years, decisions have beste which change completely the data
resource management policy in the government. wAéeamples:

1. To develop a total cross agency, governmendivisf government data resources.

2. Consolidate and coordinate data resources ieldgment of standard solutions for
enterprise wide similar government systems.

3. When offering an enterprise solution, approastheagency just once.

4. Create partners of cooperation between ageanigsninistries in order to advance
shared goals.

5. Develop the personal and organizational poteotiaach government employee thru
knowledge management portals.

6. Outsource non core business processes, whilgamang competition between
suppliers.

7. Guard and develop core business solutions igdkiernment.

The new policies of IT in the government havaor economic impact. Research has
shown a ROI of 60% of the ministries' IT costsha televant areas. The nominal value
is billions of shekels.

5. Plans and Projects

Following is a survey of central governmprajects to realize the above mentioned
goals and execute the strategies defined.

5.1 “Merkava"™ - The ERP platform.

"Merkava", the ERP platform based on SAPvgaife, is a Government-wide system
for managing Financial, HR, Logistics and Real tEest@perations across the
Government of Israel. It is a long-term programigiesd to introduce significant
improvement into the operations of the Israeli Gawgent for the benefit of the state's
citizens.

"Merkava" is offering governmental offices magerial solutions and information.
The program enables reduced costs in executingganantal activities, especially in the
field of physical assets, inventory, procuremert araintenance. Improving the level of
service by shortcut procedures and improving thiéssi¥ Government employees and
officials by offering them advanced tools. Remanfiinter-organizational barriers in
treating subjects that require collaboration betwaats in the organization,
Collaboration with other Governments (globalizajiand improved exploitation of
information resources by finding standard solutithreg will fit a wider variety of needs.

The key to the solution is found in supeptanning, operations and auditing of all
available basic resources: HR, Financial, Logiatid Real Estates.
In the realm of HR operations include employeerfil@nagement, enterprise organization
chart and recruiting process. The financial modéMerkava" allows activation of



accounting reform that emphasizes the fact the govent will manage all its assets and
resources as a financial organization. The asaatgement module will utilize
advanced processes to handle real resources bkenement and inventory, this is the
first time the government will operate a centraht@y of products that will enable
standardizing goods and services purchasing andtemance for all the government
agencies. In addition to improved management atheesource the "Merkava" will
enable integration of all internal resource manag@nHR, Financial, Logistic and Real
Estates. This constitutes a major improvementHese¢ mentioned modules will be
operated in a way which emphasizes the logical ecinon between the various
processes. From the point of view of top managemkagencies and their satellites,
"Merkava" will delineate central and efficient coistized policy, standardize and
synchronize between ministries, and establish yentures between ministries and
departments.

The roll-out of "Merkava" to the entire gomarent is well underway and is currently
planned for continued development through 2009.cdre ERP template has been
implemented in 32 agencies and is underway in uargtages in approximatelyothers.

"Merkava" is part of a comprehensive e-Gowent initiative that includes the ERP
system as one of five layers of new technologiesaperational systems for enhanced
internal operations and improved benefits and sesvio citizens. The layers build up
from a government intranet (first layer) that suppthe ERP (the second layer), plus a
citizen connectivity (third) layer, with web accesscurity, identification, etc., linked to
the government portal (fourth layer), plus a fittlger of support and distributed citizen
access centers. These layers are part of a maitisgeategic plan

¢ | Support E: Lehava

External < Service eGov Information, secure mail, GIS,

Applications Portal payments, forms, actions...

" L T+ 7 i+ = -
~ | Citizen Tehila | C71SP:web access, hosting, |
~ | Connectivity | security, smart.card IDs... |

Internal <

1
Ministry 0 :i Intranet — Net‘;\ieaver , e-
Connectivity | Gov@Net ' mail, collaboration

H :

. 1
Ministry A i:| Ministry B Eli Ministry C ” Ministry D

ivé Layer E-Government Model

The development roadmap includes a major emphassgmwices oriented architecture
(SOA) and enterprise services architecture (ESAhadbases for further linking and
integration.



5.2 Hospitals Administration based on "Merkava"

Hospitals are in fact complex industrial angations, in order to succeed in
management an integrative data management systeqused which combines all the
functionality to complete the equation of supplybmgter health with less resources. The
necessity of an integrative ERP system provebdowita doubt in industrial
organizations is even more justified in hospitalere their complexity and sensitivity is
usually greater then ordinary businesses.

Within the framework of the national outlookich is IT supported, in order to
improve the health systems in Israel, the MinistrfFinance, Ministry of Health and the
public hospitals decided to deploy the "Merkavastens in the public hospitals and in
the Ministry of Health. The goal of this projectasimprove and make more efficient the
national health systems via optimization of analgsid management of resources. The
creation of a common dictionary between hospitaks Ministry of Health and the
Finance Ministry in respect to HR, financial andliéing, logistics and operation in the
health systems.

The agenda is to deploy systems in two halspéts a pilot. During 2006-2007 the
deployment of the system in nine more public ha@dpis planned.

5.3 "Magal" — National Geographic Knowledge

Substantive portions of information in fheblic sector (some say 80%) have a
factor of geographical expanse. Geographical In&tion Systems (GIS) are potentially
the most effective mean for coordination, commutioceand joint ventures between
various organizations that are banded togethemimt planning and execution of
operational projects and financial, economic, matipphysical and social infrastructure
management. Many organizations in the Israeli pud@ictor are deploying GIS systems.
However, as we are aware in other areas every @aj&n (ministry or department)
built for itself a system reflecting its own locdd view. In absence of a broader national
outlook a Tower of Babel solution of diverse staddaof measurement and units was
used in cartographical work.

In the past year an infrastructure wadyaea and designed that would allow
integration between "Merkava" and geographicalrmiation available. The premise
being that the combination of the world of Natio@d6 with organizational IT like
"Merkava" can produce an exponential force that@mgrs the combined forces in these
two central programs. A pilot of such project viasit by the government housing
authority.

The plan is based on developing a natiomd view of knowledge systems in Israel.
Another layer in the plan is an organizational mtwvestablish a "Magal" leading crew,
which will combine authorized key men from geogriagdnowledge consumers and their
providers. The third leg will be the planning ofiew generation of the needed
infrastructure to manage services provision inhigiest level, for all the bodies using
geographic knowledge.

The initiative of "Magal" is intended to improveaphing capabilities, determining

a GIS policy of decision making at all governmenhistries, local authorities and other
public organizations (the electric company, watead, port administration and the Israel
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Land Administration which is in charge of the ma@agnt of more then 93% of the land
in Israel). The aim of that is to establish staddaior creation of a common language
between the units, so all users will define the esageographic entity and location,
synonymously. In this manner all government mimstrcan co-ordinate properly the
management of the physical, economical and soniéies of the state. Decision makers
can perceive wide and integrative picture fromead#ght sources, which will bring about
generating added value to the over whole nationalWkedge.

Other aspects of the “Magal” plan:

1. Executive integration between different authesit

2. Combination of geographic location from differerganizations will efficiently
shorten the efficiently set-up and execution ofasfructure projects.

3. Improving the preparations to emergency situatio

4. Setting up of a uniform and coordinated polioy $preading information to the
public.

5.4 Enterprise Portal for Government Employees.

The government agencies run various systerdsnternet sites, however,
management and employees on all levels in needfanation frequently are drowning
in an info glut and are unable to access it whew thant it. The principle solution
proposed is an enterprise portal. An EnterprisgalPis a means to allow all levels of
functionaries, relative to their positions in theexprise hierarchy, to access the relevant
crucial data needed to do their job.ode stop shop to all the data in the enterprise.
Concentration of relevant sources of informatiot lae transparent to the user, including
integration between applications, data and divesses. It is important to note that an
enterprise portal is not just another informatigstem; it is a system to maximize the
benefits of functional systems and infrastructaramy organization. The past year we
have invested in planning and design of an entgortal in the Ministry of Justice.
The pilot, that emphasized the concentration obgardata services, is operational since
last quarter of 2005.

The assumption is that the user will see omgape of its ministry, its contents will
come from several sources and probably the governpartal, "Merkava" portal and
ERP systems will be the main info suppliers, bigoafrom the internet and other
ministries, so that the employee will have all leeds.

The organizational portal's aim is to assistegpment managers and employees, to
reach strategic targets and the ministry's aimsrevtieey operate and establishing stand
as leading in its domain, by accessibility of imh@tion and knowledge it requires. The
organizational portal will assist to improve theogess of information gathering from
various sources and its presentation to the retedaployees, including decision-makers
and H.Q. staff. Using this portal will shorten tleration of decision-making and
implementation in the ministry and will increasee tleapabilities of managers and
employees.

The aim of the government portal is to deepenus$e of the portal as a tool for

managers and employees in government service wpitmoting new related
technologies. The government portal will form ttesis for knowledge and government
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information and will contribute to the strengthemiof the ministry organization portal,

will share information and knowledge between mnnest will form a basis for managing

inter-organizational processes, exchange of inftonaand data between organizations
and will reduce development costs of ministry pertahile sharing resources. The
government portal will serve as a basis of knowtedganpower and accumulation of
experience for all ministries.

6. eGovernment Services

The above projects and programs focused on theoweprent of operational applications
and systems that are indirectly citizen servicerdgd. The eGov endeavor focuses on
direct interactive service to all citizens and besses, utilizing advantageously internet
technology.

6.1 eGov Service Portal

The Israeli government's policy for theaotuction of e-government is to enable the
public to enter freely and draw information andvgsss via the internet by connecting
most government sites online.

The Freedom of Information Law approvedhsy Kneset (parliament) requires the
government to enable the citizen to access allalassified information on its activities.
All offices must put on their web sites an annwathmary report as well as various other
public reports.

The new Portal www.govdnd the new services provide to the public sin2e(b
improve of the quality of its public services whikducing administrative costs and
complexities through the deployment of a unifiegtiragency and public-facing e-
government infrastructure.

The benefits of using the Portal are : savimg of waiting for answers at the
phone or by sitting at the office , using Forms &hdhem at home and send them by
mail or post, execute payments and using credd-tadivide the payment to parts,
delay the last day for payments and more.

At present the Israel Government provideess to 150 sites, which include
information about all government activities, indlugl connections to the local authorities
sites. The sites include data and information aliatibus aspects of the scope,
responsibilities and activities of all offices aslhas information on the economy and the
social aspects of the country.
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The following are few examples of the contentsudeld in the site:

- General information about government departments

- Reports on studies of social and economic vasueeall as various publications
needed by the people

- The annual budget of the Government

- State Comptroller's annual reports on the aawiof all government offices

- Investment requirement as well as other commieacid industrial information
- Reports of conclusions and recommendations oéigoaent committees

- General economic data on the Israeli economy

- Tax information guide

- Emergency information in the case of mass caggditom terrorist acts

- Pay-Gov system

All information can be accessed via the new intego&ernmental gate.
Information can be reached in both languages HelarehWEnglish.

Last year there were over 1.5 million regsidést information via the internet. More
than 50% of all Israeli families have the abilibyuse online communications to access
national government sites. There are over 1.5onililustomers

The main portal to the Israeli governmergssallows citizens' easy access to various
government sites .1t is the central entrance goitihe vast and diverse online
government services available to citizens and legsies. Today citizens and businesses
can access relevant data of the Ministries' opmratand likewise purchase goods and
data services. Access to these services via thasx@l/7 thereby always available.
Planned for 2006 is a survey of services availablgtizens and businesses, and
development of a registration/authorization systencitizens that include digital
certificate capabilities within the portal.

Through the e-government portal, the Isradllip has a single entry point to more
than 1,000 public services, which they can accegsnae and anywhere in a fast,
simple and secure manner. The portal also proadesss to government employment
opportunities, a search engine for all governm#es sand specialized sites for target
audiences such as students, immigrants and semlwese are also "yellow pages" of
government addresses, telephones numbers and eddagsses.

These solutions are making citizens' livesezavhen dealing with the government
as they do away with the long waits in differerftagfs. It's easier for the system to
provide efficient and rapid service.

The Government has appointed an Internet Gteerto co-ordinate all online
activities in the national administration. The pglis based on the idea of avoiding
duplication and thus saving funds. The promotibthe use of online services is
guided by the Internet Committee. It brings to aftention of the public the option of
getting services online. The Committee steersrtiamentation of these services by
Issuing standards for communication and helps kstafites and online services.
Seminars and lectures have been and are being @iwextucate and train both the
public and the civil servants.
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6.2 "Shoham" - Pay Government

As reported last year the Pay Governmeneptoa technological infrastructure for
ecommerce transactions, is in production. The ptognables the citizen to make
payments to the government via the Internet. Thstesy includes acceptance of
payments for taxes (vat, income tax), chargessfiat.

"Shoham" supplies one standard interfaceetéopm e-payment and e-commerce
tasks. Twenty-four agencies opened online tellenses on "Shoham". The site hosts a
web service to perform online monetary transactieitis the government with no
transaction limit. The multi year plan of "Shohaisito facilitate payment of all fines,
dues and service invoices using credit card, pmayment orders and digital
signature capabilities. The ROI of "Shoham" conoenftime saved from citizens and
business by eliminating the required visit to thaelbto make the above transactions,
reduction of transaction processing government viankrs and the reduction of bank
processing charges.

It also includes purchasing of publicatiomsnders, services, maps, books, self-
education courses from all ministries and othempayts for government services. The
project is a joint venture of all government offcand is coordinated by an Inter
Ministerial Committee, headed by a representatiib® Accountant General Office. The
Committee includes also a representative of theid#tin of Justice in order to facilitate
the changes needed in the laws and by-laws sotlkaPay Government system can
operate legally and properly.

The following services are available:

- Advance payments of income tax.

- Issue of land registry extract (Ministry afsfice).

- Advance payment of V.A.T.

- Payment of annual fee to the fellowshipsstgr.

- Payment of annual fee by fiscal services.

- Paying royalties to chief scientist of "Tmh'fdoundation.

- Payment of communication frequencies fees.

- Payment of insurance companies fees.

- Ministry of Foreign Affairs — Payments fotugtion room and ministry
employees.

- Completion of development of the electronic rptéor payments

receipt of income tax certificatacluding

- In advanced stages of development: Link tecbut Bank, Mizrachi and
the "Merkava" and "Bochan" systems.

- In various development stages another 183systems.

A Clearing Office was made via that Internet sitéch enables payments without
any sum limitation. That is being done via the in&t sites of the Israeli commercial
banks and with their full co-operation.
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6.3 Government eForms

The Forms System is a central one and dsexumbles each buisiness and citizen to
forward requests and forms online from home orelafovork. Each one has the ability
to follow the handling status of the form. The systincludes a search engine for all
forms available in government and local governnvegtisites.

Some of the forms, which do not need sigmatcan be filled online via the
internet and send back for further treatment (regjfee changing address, the request
for birth cetificate etc.).

All available forms can be reached through the gawental form service
www.formsgovil

The public sector administration producésrge number of forms. Downloading
forms from the web reduce processing time and ehteis the necessity of citizens to
visit the ministries or request the forms by maifax. A recent government order
requires access to all significant government foomshe web. The citizen benefits from
reduction of processing time from form service egjuo form service reply. The multi-
year target is to complete the application for fatatus display and include all forms
from all the government agencies. In addition,rtalde interactive submission of 80% of
all government forms. Development priorities areageording to agencies with the
highest G2C orientation. Planned for 2006 adopdioan off the shelf form generating
tool as part of the service.

Is is already possible for the public to reedorms via the Forms Service. for
example, Internal Revenue, Customs, Social Sec@ityl Service applications for
government jobs. There are over 500 forms avaihall¢he internet.Signed forms still
have to be delivered to the specific office as tefblowever, with the recent passage
of the law for electronic signature (ES) recogmifithe ability to send certain signed
forms via the internet will be implemented soon.

6.4 CyberSafe — Personal & Secure File Safe for Citizseand Business

Cyber communications between citizens, businesgtedovernment is potentially a
user-friendly way to improve services and reducgsdl he CyberSafe project facilitates
the transfer and secure saving of authorized dootsndigitally signed and submitted
forms, payment receipts and sensitive personalfdatagovernment agencies to citizens
and business. The transfer is done via a centtabVcyber vault with individual private
cyber safes for citizen and business.

The "CyberSafe" system will serve ministriessafe transfer of messages between
government and businesses and citizens by usingag $D and advanced technologies.
The holder of the SC will be able to draw forms tha internet, fill in the details, sign it
electronically and send it to the right official avhvill check the form’s validity, sign it
electronically and acknowledge its acceptance endts validity and approval of specific
requests. It is expected that over 1.500.000 mrigate boxes will be issued to the public.
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6.5 "Tamar", "Tamuz", "Telem" (smart ID cards for citizens, business, government
employees)

The acute issue of secure identificatiotiarzation for access control to
governmental systems and applications has becgrerequisite to electronic C2G and
G2C. Smart cards with digital certificates embetde essential for citizens and
business. The cards can store much data esdertin citizens' needs. The data can
originate from a number of sources (identity calriyer's license, mini medical records,
etc.). The multi-year plan is to complete "TamdFamuz", "Telem", in order to
establish a secure smart card based identificatiechanism for citizens, business,
government employees, by the end of 2006, andeagdme time adopt digital signature
recognition in all the government offices.

Distribution of Smart Cards, including @arfor identification and Electronic
Signature, for businesses and citizens enablesifidation and signing from far away to
the internet government service counters. The eaathles to obtain personal information
in a secure and discreet manner from governmetitutisns.

The set-up of smart cards systems has d@apleted in the following ministries:
Finance, Justice. The development and compatilmifithe smart card has been
completed for systems of Microsoft, NOVELL, Cis€&heck Point.

The process of examination and adaptatidhe smart card and electronic
signature is taking place. Over 15,000 smart cattisre given to governmental
employees. The planning of a central system fordaatification and government
electronic signature project has been completeldoth projects, "Merkava" and the
Court Authority, everyone uses smart card in otdevork with the operational IT
systems for identification.

The Ministry of Finance has carried oustear some internet on-line tender using
Smart Card and Electronic Signature. In additioms@ther suppliers reporting
confidential and sensitive data to the governmtant £ use smart card and electronic
signature.

The government has also issued everlysgwant a Digital Government Worker
certificate based on smart card and electronicasige technology. All citizens and
organizations are also being given a digital idgrdard to be used for digital signature
and identification when receiving personal onlindrmation and services. Microsoft
Active Directory and Certificate Services, bothhuit the Windows Server 2003
environment, provided a way to set up and manageubic key infrastructure (PKI)
required for the establishment of a central idgridank.

6.6 Secure Government Communications Network

Above all, Israel's e-government infrastruetaddresses major concerns about
computer security and misidentification. The ingareplaces all external connectivity
that existed between agencies so it is no longssiple for a hacker who might succeed
in entering one governmental network to use it Badge to enter a more secured
network.
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"Tehila" protects government web sites adgaigber-attacks. On a typical day,
the system checks 150,000 e-mails, stops 1,008esrand thwarts 400 hacking
attempts. No government web site hosted by "Telhiées'yet to be breached or
violated.

Employees in all ministries access the irgethrough Tehila,". This connection
is secure enough to allow them to surf from theesamarkstations they use for their
work applications, their e-mail, and their calend®reviously connectivity to the
internet involved complicated and costly solutitike providing employees with two
computers or placing an internet station in thealip.

"Tehilah” project enables an establishnoémayment systems infrastructure,
forms, electronic signature apparatus vs. the puesitablishment of secure interfaces
program between governmental data systems andutiie plt will enables a secure
internet surfing by each employee and receipt asphtch of E_mail.

The inter-governmental infrastructure enakiespossibility of a unified platform
for secure and reliable communication between gowent and the public. The
"Tehila" solution provides a secure environmenttha publication of government
information and services on the internet. It alsal#es secure connectivity of internal
government networks to the internet, allowing engp&s to use online resources and
email. In short, "Tehila" acts as an ISP (Intei®etvice Provider) and web host for
government ministries.

Another service allows for the online comjgetand submission of hundreds of
government forms, and an "E-SAFE" project providégens and organizations with a
secure mailbox in which they can receive and mapagsonal governmental
information.

This infrastructure will guarantee secunteiconnectivity of government internal
communication systems in order to exchange secassaging between government
agencies on the secret/top secret level and designa point of connectivity to external
parties like banks and mail services. Here tooraentration of resources and
consolidation of agencies' communications networérte network will save millions.
Procurement from local industry of network compdeemhenever possible is
recommended.

7. The National Committee of Technology for theftmmation
Society

The Israel government has established &aldi committee "The national
committee for technology for the information SogiefThe committee includes
representatives from the academy, IT providersa@iindustry, NGO and the major
ministries.

This committee's major role is to functmma nation-wide basis to harness
information technology and communication so asctoeve the social goals of the state
of Israel. The committee will determine the recomded solutions goals for the
national computation and support developing a rpoogressive and established
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society. A society that will introduce new dimensdo the quality of life of citizens
and the Government to ensure individual rights arodecting privacy.

The committee's strategy is to strengthenrifrastructure that will help all
citizens to develop new personal abilities. Allawdy, widen horizon, enlarge abilities
and achievements and grant the tools to diredtfaipath and improve it's quality. The
committee's actions will focus on underprivilegegplations, emphasizing the
reduction of inequalities, preventing discriminatiand producing equal opportunities.

Furthermore the committee will outline angyehension policy nation wide, and
will form a coordinative and consulting body to {haitical organs that take decisions
at different junctions in the life of the state.eTéommittee will advice and develop in
other directions, co-ordinate and communicate betvike organizations and offices,
establishing a constant dialog between these badids keeping the policy
determined by the government. The committee wijrade the state standards to those
of the advanced countries, and will place Israebagrthe IT leading countries.

7.1 Bridging the Digital Divide

Alongside the data technology advancemamdsraproved services of
eGovernment, the social and economic chasm of wesgktors in society, who have no
access to a computer for whatever the reasono&lbning. The digital divide remains
the weakest link of Israeli society and its econpdigturbing the potential realization of
civil productivity, harm the competitive advantamed strength of the State of Israel.

In order to cope with this issue, a group withia tfational committee deals with the
various topics:

. Defining national goals and measured target vaiuésidge the digital divide.
. Setting goals for various organizations involved

. Complying supply and demand of infrastructure skiddleded

. Building a task plan with action items, deadlinaed guality assessment

. Auditing the decisions execution to goals previgusst

. Developing new ways and means for reducing thealidivide

7.2 "Shachar" — The Welfare Portal

The current economic situation of Isiaddringing more and more people to
hardship. All the authorities meant to assist theseple are doing their best. However,
these problems cross-ministerial boundaries anginreqroad based knowledge and
information and cause the person in distress teatkejhe same process a number of times
for each agency a fact which extends and heightensuffering.

The "Shachar" program is meant to imprthes capabilities of the workers and
managers in welfare services, in all authoritieshandle those requiring service. The
solution is based on an organizational info ponthich is at the info front, which will
collate all data and info needed by those people/iog out their function, through the
professional community and all systems, documemdsisternet webs and will present to
them the situation picture in a way to enable decis- making and doing their job
quickly and at the required quality. "Shachar" wskist the employee and the welfare
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team to communicate with various factors within antside the organization, to improve
the team work essential to solving problems, to enakect use of the collective
experience accumulated and forward quickly anctiefiitly the required information to
the various authorities, all in order to ensurelibst treatment. "Shachar" will first serve
all the workers in the field but will also serve ageliable information basis for the
managerial and strategical level in all organ@ai Another component in the program
is a designated portal for the citizen to enabie to obtain concentrated information on
rights and duties and will assist him in his cotgasith the authorities by simplifying
forms, obtaining status of his application etc.

The portal and the integration technologgtieaver will assist in creating an overall
process to solve the citizen's problem dividingaoigations and applications. In the
frame of this integration, data and messages wiltrnsferred between the applications
of the various authorities. A verification and updg of common data will be done once
for all authorities. Info required will be shareetiween authorities for problem solving. It
will be possible to see and notice at which stdgeprocess stands. All this will shorten
the overall length of the process of problem sa@yvin

This solution is in essence a subset®fjttvernment enterprise portal (see chapter
5 sec 5.4). "Shachar" will assist people to conteethe different functionaries within
and without the organization, in order to improlre positive team effort to solve
problems and directly assist in the collective evde to share the data and information
necessary between the various agencies.

7.3 Leveraging Renewed Economic Growth

The economic depression produces an imbaland influences fundamental
processes that are liable to long-term damagesnaduesources for instance, the
problem of unemployed high tech workers, causedublé-digit reduction of students
registered in the appropriate educational disogglirThe stock market is in its own
slump. The banks are having a difficult time furglas before and venture capital
activities have decreased, the result R&D has aliistopped.

The National Committee appointed a techgicklly oriented business
development team. The teams mandate is to deakhatbconomic and business issues
of the information era and to develop concretesdmal projects. These actions were
designed to leverage positive upward chain reacti the direction of economic
growth.

7.4 Integrating the Ultra Orthodox fundamentalisia the Work Force

The current economic situation, is brihg tiltra orthodox, who did not work in the
past, to try and assimilate in the work place. imfation technology is one of the sectors
where the ultra orthodox will find it comfortable work by taking advantage of the
creativity found in the essence of ultra orthodmirait necessary in order to excel in
information technology. "Ultra orthodox leveragiactivity” is a team within the
framework of the National Committee, responsibléeal with the issues involved in
integrating the ultra orthodox in the work plade tsraeli economy and society as a
prerequisite to enter the information era.
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7.5 Leveraging Israel as one of the world leaaf the Information Age

The past year saw much activity in deviglggontacts and connections with
organizations and other countries because of &pecesat international conferences.

A positive presence of Israel at these confereandspositioning of Israeli delegates at

various forums is a great opportunity for the statpresent its achievements in this

area and to cultivate connections with the famflpations to achieve political and
economic advantages and to improve Israel's intageei world.

Choice goals:

* The presentation of Israel's endeavors and suedsdicating technology to service
human resource development, as a foundation fqeration with other countries, to
the advancement of infrastructure in an informasioaiety.

» Basing on the Israeli experiment to advance theehafdglobal joint venture in the
information age.

 Creating and developing opportunities to cultiyadétical and economic contacts of
state.

* Improving Israel's world image as a country thaigd and applies information
society values.

* Being part of the design and delivery of the in&ional framework destined to
become the workplace environment of the informaéige in the coming years.

7.6 "Mazor" — National Medical Record

It is impossible for medical staff todayaccess all patient data at any contact
points with the patient. Every hospital has its omedial records. Frequently within
the same hospital, two different departments masaparate sets of medical records.
Current communication technology is incapable tdd® the diverse platforms and
technologies. The applications were prepared @iffiy without adherence the same
standards. Therefore, it is almost impossibleateeha complete medical history of a
patient.

The" Mazor" program

The idea is that whoever comes to hospital will have to recall the medical
history and the doctor by entering the patienfs humber will obtain the information
required. The medical picture has to be integratgdio-date and available without
infringing the privacy law. This requires a longrtestrategy.

A National Medical Record is not a technologicedject, but a national project of
concentrating medical information and administmiivformation focused and relevant to
the caregiver at the right time and place by infation technology. As such, the state is
charged with initiating, creating and supervisifigand its managers have to carry out a
thorough analysis of the subject, to examine atiseguences, to accurately define the
applicable methodology, to characterize the praeasnd only after that to examine the
way of technology materialization.

A National Medical Record is a linkage betweeneailsting medical records in all
medical establishments by rules and standardsystitebstate. Concentration of medical
information created about the patient in variousatmns (clinics, hospitals, laboratories
and institutes) and its presentation to the casr@vthe place of treatment.
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Concentration of clinical and administrative dat&iimal Data Set, are essential
in order to ensure continuity of treatment to ttadignt, reduce medical errors by the
caregiver and create an integrated medical picRmesentation to an authorized caregiver
while strictly ensuring security of information jpart of professional confidentiality — this
is a National Medical Record.

7.7 Availability of Legal Information on the Web

It is the right of every citizen of Israelknow and understand all the regulations
and laws. Ignorance of the law does not releasezar of his obligations. However,
availability of worthwhile legal information is héito come by for the general public.
Complete legal information generally is availalsigoublic authority offices, whose
accessibility is difficult and time wasting. Legadurt decisions are published in the
web site of every individual legal authority. Thes no one government or public site
where the Israeli public has complete accessibiitihout payment to the information
even if there exist laws and regulations for refeesonly.

Recommendations:

» To allow complete accessibility to all public otoeds (law books, set of all
regulations, compendium of all publicized matera@t)the internet for free.

» To insure that all the laws accessible on the webraintained and are kept up to
date; information which today requires publicatiomewspapers and in the
authorities offices.

8. Data Security Program

The vast systems for management of ndtiaf@mation, produces new
challenges in the field of data security. As the @& publication and information
distribution to government employees and citizemgrease, the threats to data
security and integrity intensify. It is possibéea number of components of the
problem:

« External risks from hostile sources that are captibhccess strategic infrastructure
information (a good example; a detailed map ofelleetricity infrastructure layout,
or the government housing thru NGIS)

* Disruption and corruption of critical managemerdagrams like "Merkava".

* Embezzlements of funds from ecommerce projects.

To be fully prepared to cope with the above riskgovernment data security project
(GDS) was initiated to be completed during 200#e plan is designed to supply the
secure layer for the new programs, taking maximdwaatage of existing
infrastructure within these systems and reducogiscby consolidating horizontal
security services expenditures. The project is domenjunction with the CA software
company that specializes in data security andal lgroup of experts.
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8.1 Security Goals

* Enabling overall program execution and eliminatiisgs and attacks on the national
computer systems.

* Insuring business continuity and recovery of caitisystems in case of system failure
or attack.

» Enabling exposure and distribution of informatiorcitizens and public sector
employees from the applications referenced abothdewnaintaining personal rights,
state security and adherence to state law.

« Crystallizing a policy of government data securitypropose compatible solutions.

8.2 Tactics

Analysis of security requirements and a risk agsess survey (information value vs.
risk) that will take into account all the new pragrs listed above, and specifically
analyze the new risks respective of these progfeonsan ethical point of view
emphasizing individual privacy issues.

» Defining means and measures of the quality of siycur

» Performing a Gap Analysis of generic security regients and solutions from
leading vendors.

» Performing a cost effectiveness analysis of propaséutions (or cost / risk )

9. New Programs
9.1 G2C Management System

The central component that influencesQES to the citizen to decrease request
processing time is a service management systemvarimus agencies developed or
purchased like systems in the past years, eactuaed to the individual office. The
results similar to the systems in other areas:amonson language, inefficiency,
redundancy and wasted resources. In conclusidn agthis area there is a need for a
broad general solution in planning and developiricaistructure standards for all the
ministries and agencies.

The idea is to accommodate the citizens wittumber of channels, where he can
apply to solve any issue or request for servicashhb is entitled. A person can initiate
his request via the internet or any media: phae,dmail, post. The request is routed
by the specific service management system fronetherwill receive feedback and
status information of the process's progressi@gesby stage. From the point of view
of the service provider, there is an opportunitgaosiderably decrease service request
processing time, audit exceptions, supply feedloacktatus of requests, and escalate
severity of request without forgoing responsibibityd post request fulfillment auditing.
Concentration of data about problems and theirtewmis gradually produce a basis for
enterprise knowledge management that is priceless.
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9.2 Government Procurement

The government's civil economy spends aBOutillion shekel for procurement
of goods and services. The major problems in tbeqss are:

a. Every ministry or agency procures its goaus services independently; therefore,
the advantage the government has in its sizets los

b. The procurement process of the government isauaratic and paper producing,
not enough is done to benefit from technology acahenerce.

c. There is no information available on a managy& level of total government
expenditures.

d. Lack of incentives for purchasing frugality étburrent structure forces spending
every last cent for fear of losing the allotmentha next year's budget).

The prevailing opinion is that the devel@mnof a central advanced procurement
system can bring a minimum cost saving of 10% peexlitures. "Merkava" is the first
step in improving the process. The central prodatdlog used by all the government
has standardized products procured, and helps reqraats of the necessary
information.

9.2.1 Central Catalog Assistance

In reality, there are currently small-mmsbffices with no existing procurement
infrastructure who will adopt the central catalagaanatically. On the other hand, the
large offices (police, health) established theingwoprietary procurement
infrastructure to manage purchasing and maintasaog. However, the Central
Comptroller's office decided to make the "Merkagatalog the definitive standard for
items in joint government purchases. The dilemsna deployment in the field of this
decision. The point is to solve two issues: a. Bupg an accessible user-friendly
interface to the catalog. b. increasing the eféectess of the search engine in the
catalog.

9.2.2 Preparing a Collaborative Information Base
A collaborative information base of all the goveemhagencies including: suppliers,
products, pricing, contracts, RFPs and tenderdlgrassist every agency in negotiating
effectively with suppliers to significantly reducests. The benefits will be more
prominent to small-midsize organizations that havedvantage in size.
9.2.3 Utilizing eCommerce in the Procurement Proses

eCommerce and cyber marketplaces can resgicticantly processing time,

efficient the workload and target part of the psscexpenditures to the suppliers
themselves thereby reducing costs.
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9.2.4 Creating a Key Performance Indicators Pictuof the Expenditure Structure

Implement analysis tools of Bl (businedslilgence) that will assist management
to better understand the significance of the inftion at hand and will help then
recognize trends from raw data found in the enisgptatabase. Specifically, the data
about the scope of purchases, supplier activityjyadiance etc. The information is also
available to employees in the field for informestlminute decisions.

9.2.5 Government Procurement Governance

It is necessary to note that the reduatiocosts in government purchases
demands a systematic and holistic approach okpkas of procurement management
in large organizations. Notwithstanding the essgapect of data infrastructure, the
issue has to be approached from an enterpriseiamadvhile emphasizing the
establishment government procurement staff thatopirate like corporate
procurement.

9.3 Local Government Management — "My Home"

The management mechanism of the munitipsilis based on legacy IT systems
that reflect mindsets from a previous era. Largiesinvest huge resources to build,
design, and manage municipal operational systemall& cities and town cannot bear
the costs of building and maintaining modern systamd applications to meet the
challenges faced by municipal authorities todakie municipal systems do not exist as
a lone entity. They are part of the central gowent's fabric both in management
policy, resource management and services provilezbrdingly it is essential to
promote a broad cross authority point of view dinglsystem integration between the
central government's and the local municipalitystems.

The first compelling step is the design of a nestay model for cities and
municipalities. The model has the following foutidas:

a. ERP infrastructure for municipal resource plag that integrates with (parallel to
"Merkava")

b. GIS on a city level fully integrated with murpal ERP similar to NGIS and
"Merkava" (chapter 5.2)

c. Citizen relationship management based omatienal CRM (chapter .9.1)

d. eGov systems on a municipal level

All these infrastructures must operate with a brpaitht of view fully integrated in
internal systems and various departments in thaaipatity.
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10. Conclusions

The most important message presentddsrdbcument is the huge potential
hidden in IT as a solution to cardinal problems esdes of the state in realizing its
goals. Once decision makers will understand tlagkspetween national goals and IT
they could ignite the process start. The recogmithat human capital is our most
valuable resource, and IT is the vehicle to achreagimum realization of this resource
and new understanding of the question in whictastfucture to invest.

The capability to solve issues simultarsdplike unemployment, improvement
of quality of life, dealing with low socio-economsectors or groups with special needs,
maintaining a fair distribution of resources, @m@agement of sectors to join the
workforce, encouragement of entrepreneur creagivitgreasing productivity of the
public and private sector. Dealing with how to dorewith less and positioning Israel
as one of the world leaders in the information etycbecoming a winning combination
of opportunity and capabilities not to be missed.
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